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NoN-CoMMITTING ENCrYPTION (NCE)

Goal. Construct Efficient Non-Committing Encryption Schemes.

NON-COMMITTING ENCRYPTION (NCE)
NCE = Public Key Encryption U Sim where

Sim(lA) generates simulated ciphertexts that can be later opened to any arbitrary
message.

® Sim(1*) — (pk,ct) \\simulates public elements

L4 Sim(M) — (r(;e,,, rE,,C) \\provides random coins that explain public parameters
consistent with M

i.e. Enc(pk, M; rg) — ct, and
KeyGen(1*; rg) — (pk, sk).
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Goal. Construct Efficient Non-Committing Encryption Schemes.

NON-COMMITTING ENCRYPTION (NCE)

NCE = Public Key Encryption U Sim where

Sim(l*) generates simulated ciphertexts that can be later opened to any arbitrary
message.

® Sim(1*) — ( pk, ct) \\simulates public elements

L4 Sim( M ) — ( rGen , FEnc ) \\provides random coins that explain public parameters
consistent with M

SECURITY

For any PPT adversary A:

(pk, sk) + KeyGen(1*, r¢) (pk, ct, st) « Sim(1*)
(M, pk,ct, re, re) : M <+ A(pk) ~c § (M, pk,ct,re,re) © M <« A(pk)
ct < Enc(pk, M, rg) (rg, re) < Sim(M, st)
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Goal. Construct Efficient Non-Committing Encryption Schemes.

NON-COMMITTING ENCRYPTION (NCE)

NCE = Public Key Encryption U Sim where

Sim(1*) generates simulated ciphertexts that can be later opened to any arbitrary
message.

° Sim(l)‘) — (pk, ct) \\simulates public elements

L4 Sim(M) — (r(;e,,, rE,,c) \\provides random coins that explain public parameters
consistent with M

REMARK

Measure of efficiency: ciphertext rate (IE ] M) ).
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NON-COMMITTING ENCRYPTION (NCE)
NCE = Public Key Encryption U Sim where

Sim(1%) generates simulated ciphertexts that can be later opened to any arbitrary
message.

® Sim(1*) — (pk, ct) \\simulates public elements

o Sim(M) — (r(.;en, rE,,c) \\provides random coins that explain public parameters
consistent with M

REMARK

Measure of efficiency: ciphertext rate (W)

Our Result: Constant CT-Rate NCE from LWE, DDH, and SD Assumptions.
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NoN-CoMMITTING ENCrYPTION (NCE)

Goal. Construct efficient Non-Committing Encryption schemes.

NON-COMMITTING ENCRYPTION (NCE)

NCE = Public Key Encryption U Sim where

Sim(1%) generates simulated ciphertexts that can be later opened to any arbitrary
message.

° Sim(1>‘) — (pk, ct) \\simulates public elements

o Sim(/\/l) — (r(;e,77 rE,,c) \\provides random coins that explain public parameters
consistent with M

REMARK

Measure of efficiency: ciphertext rate (|E ] M)| ).

Our Result: Constant CT-Rate NCE from LWE, DDH, and SD Assumptions.

I I

polynomial modulus first instantiations

simpler and more efficient
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MAIN PROBLEM

Application: Adaptively-secure Multi-Party Computation protocol. [CFGN96]

Adaptive Corruption Model

@ Adversary can
corrupt arbitrary
X parties at

/
[ 4 arties at
m anytime during

the execution.
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Application: Adaptively-secure Multi-Party Computation protocol. [CFGN96]

i Independent of message
0 [ 4
% 1m

/
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N#ald

REAL IDEAL

ManSHID RiAHINIA (ENS Lyon, F E SIMPLER AND MORE EFFICIENT NCE Sep. 13TH 2022

6/17



NCE

Application: Adaptively-secure Multi-Party Computation protocol. [CFGN96]

Independent of message
=

[ | [}
¢% lmn N#ald

IDEAL

Non-Committing
Encryption
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JUPNIER ORI RELATED WORKS

Goal. Construct efficient Non-Committing Encryption scheme.

CT Rate Assumption
[CFGN96] O(X\?) RSA, CDH
[CDSMWO9] o) Factoring Blum integers
[HOR15] O(log X) ®-hiding
[HORR16] poly(logA) | LWE, Ring-LWE
[CPR17] 1+0(1) iO
[YKT19] O(log \) DDH
[BBD*20] 0(1) LWE, DDH
[YKXT20] o) LWE, DDH
This Work O(1) LWE, DDH, SD
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CT Rate Assumption
[CFGN96] O(X\?) RSA, CDH
[CDSMWO9] O(N) Factoring Blum integers
[HOR15] O(log X) ®-hiding
[HORR16] poly(log A) | LWE, Ring-LWE
[CPR17] 1+0(1) iO
[YKT19] O(log \) DDH
[BBD120] 0(1) LWE, DDH
Introduced PEPE
[YKXT20] o0(1) LWE, DDH
This Work O(1) LWE, DDH, SD
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RELATED WORKS

Goal. Construct efficient Non-Committing Encryption scheme.

CT Rate Assumption

[CFGN96] O(N\?) RSA, CDH
[CDSMWO9] o) Factoring Blum integers
[HOR15] O(log A) ®-hiding

[HORR16] poly(log ) | LWE, Ring-LWE
[CPR17] 1+ o(1) io

[YKT19] O(log\) | DDH

[BBD'20] 0(1) LWE, DDH

Introduced PEPE
[YKXT20] 0(1) LWE, DDH
This Work 0(1) LWE, DDH, SD

PEPE + (rate-1) Error Correcting Code — NCE — Adaptively-secure MPC

I

preserves ciphertext rate
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JUPNIER ORI RELATED WORKS

Goal. Construct efficient Non-Committing Encryption scheme.

CT Rate Assumption
[CFGN96] O(X\?) RSA, CDH
[CDSMWO09] O(N) Factoring Blum integers
[HOR15] O(log X) ®-hiding
[HORR16] poly(log A) | LWE, Ring-LWE
[CPR17] 1+0(1) iO
[YKT19] O(log \) DDH
[BBD*20] 0(1) LWE, DDH
Introduced PEPE
[YKXT20] 0(1) LWE, DDH
This Work O(1) LWE, DDH, SD
Using PEPE
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JUPNIER ORI RELATED WORKS

Goal. Construct efficient Non-Committing Encryption scheme.

CT Rate Assumption

[CFGNY6] O(X\?) RSA, CDH
[CDSMWO09] O(N) Factoring Blum integers
[HOR15] O(log\) | ®-hiding

[HORR16] poly(log ) | LWE, Ring-LWE
[CPR17] 1+0(1) i0

[YKT19] O(log\) | DDH

[BBD+20] o(1) LWE, DDH

Introduced PEPE

[YKXT20] o(1) LWE, DDH

This Work O(1) LWE, DDH, SD

Using PEPE T T
poly mod first

more efficient

Remark: Clarifications about Requirements of PEPE;
On Oblivious Sampling, and Trusted Setup in Factoring-Based Constructions.
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Packed Encryption with Partial Equivocality
PEPE = Public Key Encryption in 2 modes w.r.t. a subset /| (b€ {0,1})

¢ bits

o= M= | | [ [ ].[]
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b =0 (Normal):

o= M= T T[]

pec(en=(my= | | | | . | |
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AL EQUIVOCALITY

b =1 (Equivocational):

MAHSHID RIAHINIA (E

fPits
m= [ [ [ [ J- | |~
1={;l, ,ia}c{l,...,f}
Findr’ s.t.
il i2 i3 ia
v-l | I - ]G
/
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b =0 (Normal):

ct =

il i2 i3
I={i1,,..,ia}c{l,...,f} //

1D RIAHINIA

Recover

(Dec(ct))
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Equivocate

(EquivCT(sk,.))
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PACKED EN >TION WITH PARTIAL EQUIVOCALITY

The same ciphertexts

O
2

o ~ o [
ﬂh ~N A —a
1

m2 = m 1 =
Antarctica Apocalypse A?maS5ct)ua Aj%cllyz e
REAL PEPE IDEAL
(only on indices 2,3,5,8,9)
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PACKED ENCRYPTION WITH PARTIAL EQUIVOCALITY

PACKED ENCRYPTION WITH PARTIAL EQuivocaLITY (PEPE, [BBD'20])

KeyGen(1*, b, | C [€], r¢) — (sk, pk)

Enc(pk, M € {0,1}%,rg) — ct

Dec(sk, ct) — {m;}ies

EquivPK(sk, b, (I, re), I’ C 1) — rg

EquivCT(sk, (M, re), {M}}i¢1) — re ~ T R e
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PEPE rroM LWE wiTH POLYNOMIAL MODULUS

KeyGen(1*,0,1 C [4], r¢):

$
o A zZp*k

As; + e; iel
dzy ow.

oy, = ,

where
. ) $ k $ n
Viel: S,‘(—Zp, e+ D
1

B-bounded

pk = (A, {vi}iciq)
sk = ({si,ei}ier)
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PEPE rroM LWE wiTH POLYNOMIAL MODULUS

KeyGen(1*,0,1 C [4], r¢): KeyGen(1*,1,1 C [4], r¢) :

o AL VAR e (B,tdg) + TrapGen(1*, params)
R As; + e; iel ® Parse B = [A‘V}

Vi = )

dzy ow.
N As; + e; iel
Vi = )
where s . i column of V. O.W.
Viel: s <7k e« D"
+ where
B-bounded Viel: Si <i Z,‘;, €/ <i D"

pk = (A, {viticq) pk = (A, {vi}iclq)
sk = ({si, eitier) sk = ({si, e }ies, tdg)
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PEPE rroM LWE wiTH POLYNOMIAL MODULUS

Enc(M € {0,1}°) :
® Parse pk = (A, {vi}ic[q)-

® Sample r &pr (B-bounded).

® ct =(c,c1,-..,Ce), where
c=r"A, and
c=rvit+e +|q/2].M; for i € [{].

(e & D)
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PEPE rroM LWE wiTH POLYNOMIAL MODULUS

Enc(M € {0,1}%) :
® Parse pk = (A, {vi}icqg)-

® Sample r &pr (B-bounded).

® ct=(c,c1,-..,Ce), where
c=r"A, and
c=r"vit+e +|q/2].M; for i c [£].

(e & D)

MAHSHID RIAHINIA (EN

SIMPLER AND MORE EFFICIENT NCE

Equivocate ciphertext randomness:
(M} = M;)ici.

Given
ct=(co=r"A,c=r"vi+e +|q/2].M)
Find ¥ <~ D" and (& < D')ic[q s.t.

= FTA, ci = FTV,' + &+ |_q/2—|M,/
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PEPE rroM LWE wiTH POLYNOMIAL MODULUS

Enc(M € {0,1}") :
® Parse pk = (A, {vi}ic[g)-

® Sample r & pr (B-bounded).

® ct=(co,c1,...,Ce), where
c=r"A, and
c=r"vit+e +|q/2].M; for i€ [{].

(ef & D)

YON, FRANCE)
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SIMPLER AND MORE EFFICIENT NCE

Equivocate ciphertext randomness:
(Mi = Mi)ici.

Given

ct=(co=r"Ac=rvi+e +|q/2].M),
Find ¥ D" and (& + D')icpy sit.

!

Co = _TA, Ci = FTV,' + & + |_q/2].M,-

%é,—:{

where T <& Dp1 (g using tdg

$
& D

e +(r—7)Te

i¢l
O.W.

I
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PEPE rroM LWE wiTH POLYNOMIAL MODULUS

Enc(M € {0,1}%) : Equivocate ciphertext randomness:
(M,-/ = M,'),'e/.
® Parse pk = (A, {vi}icg)- Given
s ct=(c = rTA ci=rTvi+e + lg/2].M;),
® Sample r < D" (B-bounded). Find ¥ < D" and (& < D)ig[q s-t.
® ct=(co,c1,...,Ce), where

Co = _TA, Ci = FTV,' + & + |_q/2]M,/

c=r"A, and
c=r"vit+e +|q/2].M; for i€ [{].

(ef & D)

& i¢l
—&=9 e +(r—7)"e OW. ,

D'+B

where T & Dp1(g) using tdg
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PEPE rroM LWE wiTH POLYNOMIAL MODULUS

Enc(M € {0,1}%) : Equivocate ciphertext randomness:
(M,-/ = M,'),'e/.
® Parse pk = (A, {vi}icg)- Given
. ct=(co=r"Ac=r"vi+e +|q/2].M),
® Sample r < D" (B-bounded). Find ¥ < D" and (& < D)ig[q s-t.
® ct=(co,c1,...,Ce), where
c=r"A, and w=FA a=Fvi+é+[q/2].M
c=r"vit+e +|q/2].M; for i€ [{].
* $ /
(e < D)
& idl
— _,- = 3 _ T
67’ e +(r—7) e o.w.
' D'+B
where T & Dp1(g) using tdg

MAHSHID RiAHINIA (EN ) CE SIMPLER AND MORE EFFICIENT NCE Sep. 13TH, 2022 13/17




PEPE rroM LWE wiTH POLYNOMIAL MODULUS

Enc(M € {0,1}") :
® Parse pk = (A, {vi}icpg)-

* Sample r < D" (B-bounded).

® ct=(c,c1,...,C), where
co =r'A, and
c=r"vit+e +|q/2].M; for i € [{].

(ef & D)

YON, FRANCE)

MAHSHID RIAHINIA (ENS

SIMPLER AND MORE EFFICIENT NCE

Equivocate ciphertext randomness:
(M} = M;)ici.

Given
ct = (Co = FTA, Ci = rTv,' + e,-* + |_q/2—|./\/’,'),
Find ¥ < D" and (e', — D/)ie[é] s.t.

c = FTA, c = FTV,' + &+ Lq/2]M,/
$ / .
<~ D il
— & = e +(r —F)Te,- O.W.
D/
D'+B

where T ¢ Dj1 (g using tdg

= B/q = negl(}\)
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PEPE rroM LWE wiTH POLYNOMIAL MODULUS

Solution:

® Sample T conditioned on the
distribution of & staying the same as

*

€.

MAHSHID RIAHINIA
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Equivocate ciphertext randomness:
(M} = M;)ici.
Given

ct = (Co = FTA, Ci = FTV,' + e,-* + |_q/2—|./\/’,'),
Find 7 < D" and (& « D');cfq s-t.

c = FTA, c = FTV,' + &+ Lq/2]M,/

& idl
= & =91 e +(r—-7)"e OW.

D’
D'+B

where T ¢ Dj1 (g using tdg

= B/q = negl(}\)
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M LWE wiTH MIAL MODULUS

Equivocate ciphertext randomness:
(M} = M;)ici.

Given

ct = (Co = FTA, Ci = FTV,' + e,-* + |_q/2—|./\/’,'),
Find 7 < D" and (& « D');cfq s-t.

Solution:
® Sample T conditioned on the w=FA c=tFvité+ lg/2].M;
distribution of & staying the same as
e’.
® Use an existing lemma on discrete & ié¢l
Gaussians from [LSSS17]. = & e a0 OW.
D/

= No noise flooding = Polynomial
Modulus

D’'+B

where T ¢ Dj1 (g using tdg

= B/q = negl(}\)
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CONCLUSION

® Constant-rate PEPE from LWE, DDH, and SD assumptions.

® |WE Construction: Polynomial modulus.
~> use an existing lemma on discrete Gaussians from [LSSS17] to simulate the noise
when equivocating instead of the noise-flooding technique in previous works.

® DDH Construction: Improves the result of [BBD"20] in which encryption is done in
expected polynomial time.
~~ use a universal hash function to generate the encryption randomness.
(Encryption works in strict polynomial time)

® Discussion on requiring oblivious sampling of a subset of public key elements in the
real mode + Arguing CRS setup requirement for constructions whose security is
implied by the hardness of factoring.

® SD Construction: Requires a CRS Setup. Broadens the family of assumptions based
on which we can achieve NCE.
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Thank You!
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