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Problem setting

“Reader”

“Tags”



Goals

• Mutual authentication
– Tag should be convinced it is interacting with a 

legitimate reader…
– Reader should learn which tag it interacts with…
– …even in the presence of an active adversary

• Tag anonymity
– Attacker should not be able to track tags
– Especially important in this context, since it can be 

trivial to cause a tag to execute the protocol



Goals

• Desynchronization resilience
– (Necessary because we achieve anonymity via a 

stateful protocol)
– Infeasible for attacker to cause tag and reader to 

get “out of sync”

• Efficiency
– Reduce rounds/communication
– Based on (lightweight) symmetric-key primitives
– Reader does O(1) cryptographic operations 

(regardless of how many tags there are)

Concurrently formalized by Boyd 
et al. (2021) for KE protocols



Comparison to prior work

• Burmester-Munilla 2011
– Weaker notion of authentication
– Stronger notion of anonymity

• OSK protocol (Avoine et al. 2013)
– No formal definitions/proofs

[BM11] [A+13] Here

Rounds 5 3 3

Crypto ops. 5 4 3



Overview

• Formal model and security definitions
• Protocol details
• Concrete security



MODEL AND DEFINITIONS



Model I

• Assume a single reader and multiple tags
– Each tag has an identity ID

• Authentication protocol specifies:
– Initialization algorithm

• Gives state st to tag with identity ID, and an associated 
record to the reader

– Tag algorithm
– Reader algorithm



Protocol execution

• Tag begins holding current state st
• Reader begins holding a collection of records 

(one per tag)
• Following execution of the protocol:

– Tag rejects, or accepts and outputs sid and 
updated state st’

– Reader rejects, or accepts and outputs ID, sid, and 
updated record for the tag with identity ID



Adversarial model

• Attacker can 
– Initialize tags with (distinct) IDs of its choice
– Eavesdrop on executions of the protocol
– Actively interact with tags/reader

• Formalized à la Bellare-Rogaway (1993)



Adversarial model

• SendR oracle
– Allows adversary to send a message to the reader; 

state of the reader is updated
– If reader accepts, then the output ID, sid is given 

to the adversary
– Concurrent sessions at the reader modeled as 

different instances with unique identifiers



Adversarial model

• SendT oracle
– Allows adversary to send a message to the tag 

with specified identity ID; state of tag is updated
– If the tag accepts, then the output sid is given to 

the adversary
– Concurrent sessions disallowed

• This is reasonable in practice



Adversarial model

• Execute oracle
– Models eavesdropping on an execution of the 

protocol between the reader and the tag with 
specified identity ID

– In addition to the transcript, the attacker is given 
the outputs of the reader and tag



Desynchronization resilience

• Adversary can query all previous oracles
• Adversary succeeds if it calls Execute(ID) and

– Either tag or reader rejects
– Reader outputs ID’ ≠ ID
– Tag outputs sid and reader outputs sid’ ≠ sid



Mutual authentication

• Consider tag authentication and reader 
authentication separately



Tag authentication

• Tag authentication holds if…

• Definition slightly weaker than usual, to allow 
for deterministic tags

“ID”
ID

Tim
e



Reader authentication

• Reader authentication holds if…

• Definition weaker than usual, to rule out 
trivial attack where last message is dropped 
and protocol is replayed

“sid” ID

“ID, sid”

Tim
e



Tag anonymity

• An eavesdropping attacker should not be able 
to identify a tag (even via an active attack)

• Phase 1: attacker eavesdrops on executions 
with known tags

• Phase 1.5: attacker outputs ID0, ID1

• Phase 2: b ← {0,1}; attacker eavesdrops / 
interacts with IDb (multiple times)

• Adversary succeeds if it correctly guesses b



Note on tag anonymity

• There is a “trivial” anonymity attack on our 
protocol, plus a “non-trivial” attack that 
requires a man-in-the-middle adversary
– First attack is impossible to prevent when tag is 

deterministic

• Both attacks ruled out by our definition, but 
may be concerns in real-world deployment



PROTOCOL



Preliminaries/notation

• F is a pseudorandom function
– Do not need invertibility

• [x]i = i least-significant bits of x



Overview

• Tag’s state includes
– Key K
– Counter ctr
– “Pseudonym” IDS, and mask

• For each tag, reader stores
– Key K
– Counter ctr
– Current and previous values 

of IDS/mask

Updated after
successful execution

Updated after
successful execution



Overview

• Three-round protocol:
– Reader sends random challenge
– Tag computes response using challenge and K; 

also sends IDS
– Reader uses IDS to identify tag; computes 

response using ctr and K

• Upon successful completion, both tag and 
reader update their state



Protocol description

• Initialization
– Uniform key K
– (n–2)-bit counter ctr; initialized to 1
– IDSctr = FK(11 | ctr), maskctr = FK(10 | ctr)
– Tag stores < K, ctr, IDS, mask >
– Reader stores record (ID, K, <ctr, IDSctr, maskctr>, 

<ctr-1, IDSctr-1, maskctr-1>)



Protocol execution

Check 2nd and 3rd

entries of records
Update only after 

successful execution



Synchronization

• If 3rd message is dropped, the reader will have 
a successful execution but the tag will not
– Reader will increment ctr but tag will not

• In next execution, reader can use previous 
versions of IDS+mask to authenticate the tag

• Proof of desynchronization resilience shows 
that 0 ≤  ctrreader - ctrtag ≤ 1



Security bounds (simplified)

• Protocol achieves:
– Mutual authentication up to birthday bound in 

number of sessions
– Desynchronization resilience up to birthday bound 

in number of sessions + tags
– Anonymity up to birthday bound in number of 

sessions + tags

• See paper for full concrete-security bounds



Thank you!

This work was performed under a consultancy agreement with University Technical 
Services , Inc. on behalf of the National Security Agency.
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