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Private Transactions in QuisQuis [FMMO19]
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Why is a multi token chain useful

Maintaining/Developing a chain
▶ consensus

▶ storage

Token Applications
▶ Use-case (maybe)

▶ Semantic of tokens

▶ Application development

Cross Type Privacy

Metadata does not reveal activity of a specific type

$: . . . .

⋆: . .
vs. . . . . . .
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Existing confidential type systems

RingCT based [EMP+21] Zcash based [EKKV22]
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▶ No pruning

▶ Single type per output
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Issue with single type outputs

g

g

[ ]

[$ 10]

[ ]

[ ]

p
er
m
u
te

ϕ
1
s.
t.

ϕ
1
(s
p
en
d
er
)
=

1
g

g

[ ]

[$ 10]

[ ]

[ ]

⊕[–$ 3]

⊕[$ 0]

⊕[$ 0]

⊕[+$ 3]

=[$ 7]

=[ ]

=[ ]

=[¿ 5+$ 3]

p
er
m
u
te

by
ϕ
2

g

g

[ ]

[¿ 5+$ 3]

[$ 7]

[ ]

5 / 19



Multi Token QuisQuis

Additive Homomorphism

Com(3, $) ◦ Com(1, $) = Com(4, $)

Homomorphism for different types

Com(3, $) ◦ Com(5,¿) = Com({(3, $), (5,¿)})
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Key Value Commitment from RO

Intuition
▶ Each key gets its independent generator

▶ Derive the generators from the key with RO: G : {0, 1}∗ → G
▶ Use “ElGamal” commitment style for updates

Com(gi ,hi )({vk}k∈K ; r) =

(
g r
i ,
∏
k∈K

G(k)vkhri

)

Note
Key generation must not choose a gi colliding with a G(k).
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Multi Token in QuisQuis
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Confidential Type Range Proof

Properties

▶ keep all (esp. non-zero) types confidential

▶ prove range for all values

▶ runtime better than linear in key universe

PoK(x = com,wit = ({vk}k∈K , r)s.t.
com = Com({vk}k∈K ; r) ∧ ∀k ∈ K : vk ∈ {0, . . . , 264 − 1})
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Overview

Public Kactive Private Kactive

Public Kcom

c = hr
∏

i g
vi
i &

Σ-protocols
(Uninteresting case)

Private Kcom

c as shown&

Z -set

c as shown &

Z -dp
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Trivial with linear runtime

Key Universe

▶ get enumeration of all possible keys in |K ∗|
▶ Σ for dlog of commitment with all generators

Performance
▶ O(log |K ∗|) communication

▶ O(|K ∗|) runtime
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Construction of NIZK for range: Z -dp

KV commitment structure

Com(gi ,hi )({vk}k∈K ; r) =

(
g r
i ,
∏
k∈K

G(k)vkhri

)

Example

G(¿)4G($)7hri

Hidden bases
b¿ = G(¿)hr

′
, b$ = G($)hr

′′

Show knowledge and of exponents with Σ-Protocol for

b4¿b
7
$h

4r ′+7r ′′
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Properties

Privacy

▶ Leaks number of non-zero values

▶ Hides keys for non-zero values

Security

Assure well-formedness of bk -s.

13 / 19



well-formedness of bk-s

Structure

bk = G(k)1hr

Hash function

G : {0, 1}∗ → G

Note
G(k) requires an exponent of exactly 1, or value binding does not hold
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Calculate bk in ZK

Poseidon Hashing [GKR+21]

PoK1(x = (P, I ),wit = (k , r ′′, r ′) s.t. P = gkhr
′′ ∧ I = gZ(k)hr

′
)

with Z : Zq → Zq

Remaining Issue

PoK2(x = (I , bk),wit = (k , r ′, r) s.t. I = gZ(k)hr
′ ∧ bk = ϕ(Z(k))hr )

for some map ϕ : Zq → G
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How to instantiate PoK1

zk-SNARKs
▶ constant size

▶ requires trusted setup

Bulletproofs for Poseidion

▶ ≈ 4500 constraints

▶ ≈ 10s generation

▶ ≈ 1s verification
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Instantiate PoK2

Intuition
▶ fixed base exponentiation

▶ use Z(k) as x coordinate of G(k)

▶ rejection sample k to lie on curve

▶ group addition

▶ select favourable curve

Prove that

[bk ] = [(Z(k), 0)] + r [h]
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Summary

Construction
▶ succinct

▶ from RO and dlog

Proofs
▶ exploit sparsity (key tags)

▶ handle exponentially large universe of keys

https://ia.cr/2021/1678
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Solution with Accumulator: Z -set

put all allowed types in accumulator, prove that bk is a rerandomization of an element
in the accumulator
▶ Invariant:

▶ bk := G(k) for k ∈ K∗ where K∗ is a universe of tokens
▶ A← Accumulate({bk}k∈K∗)

▶ At transaction time:
▶ Pick K ⊆ K∗

▶ Pick randomness rk for each k ∈ K
▶ b′k := bk · hrk (we rerandomize) for k ∈ K
▶ We prove in ZK that each b′k rerandomizes an element in A

▶ Challenge: Each bk is a group element. How to use a compact RSA accumulator
above and efficiently prove the relation above?

▶ Accumulate only x coordinate and use other set-membership tricks with
SNARK-friendly curves as in Veksel

19 / 19



Solution with Accumulator: Z -set

put all allowed types in accumulator, prove that bk is a rerandomization of an element
in the accumulator
▶ Invariant:

▶ bk := G(k) for k ∈ K∗ where K∗ is a universe of tokens
▶ A← Accumulate({bk}k∈K∗)

▶ At transaction time:
▶ Pick K ⊆ K∗

▶ Pick randomness rk for each k ∈ K
▶ b′k := bk · hrk (we rerandomize) for k ∈ K
▶ We prove in ZK that each b′k rerandomizes an element in A

▶ Challenge: Each bk is a group element. How to use a compact RSA accumulator
above and efficiently prove the relation above?

▶ Accumulate only x coordinate and use other set-membership tricks with
SNARK-friendly curves as in Veksel

19 / 19



Solution with Accumulator: Z -set

put all allowed types in accumulator, prove that bk is a rerandomization of an element
in the accumulator
▶ Invariant:

▶ bk := G(k) for k ∈ K∗ where K∗ is a universe of tokens
▶ A← Accumulate({bk}k∈K∗)

▶ At transaction time:
▶ Pick K ⊆ K∗

▶ Pick randomness rk for each k ∈ K
▶ b′k := bk · hrk (we rerandomize) for k ∈ K
▶ We prove in ZK that each b′k rerandomizes an element in A

▶ Challenge: Each bk is a group element. How to use a compact RSA accumulator
above and efficiently prove the relation above?

▶ Accumulate only x coordinate and use other set-membership tricks with
SNARK-friendly curves as in Veksel

19 / 19


