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1 MPC in the head?
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1 ZKPoK from MPC in the head
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1 MPC-in-the-Head from Computation and Verification
Original idea: P simulates a protocol that computes C(x,w).

IKOS (2007) Theoretical
ZKBoo (2016), ZKB++ (2017), KKW (2018) Boolean
BBQ (2019, “Picnic with AES”) Arithmetic (SPDZ-style)

ZKP advantage
P can already compute C(x,w), MPC protocol just has to verify C(x,w).

Verification
BN (2020) Arithmetic randomness
Limbo (2021) Arithmetic multiplication

ZK proof of AES in 2.7ms.
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What next?
RAM
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2 Constant Overhead: Checking RAM Accesses
Franzese et al. (CCS 2021)

Similar to KKW −→ BN improvement: transition from computing to checking.
(Because computing permutation network is n log n.)

M1 · · · MNInput P

Prove Π ([M1, . . . ,MN ])P

Verify Π(M) ?= 1
V

A1 · · · AT

∧ Ccheck ([M1, . . . ,MN , A1, . . . , AT ])

∧ Ccheck(M‖A) ?= 1
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2 Constant Overhead: Checking RAM Accesses
Franzese et al. (CCS 2021)

Let L =M‖A be a list of N + T tuples (`i, ti, opi, di).
Need to check that L is consistent:

1 Every `i is first written to, before being read;
2 Each Read operation returns the value last written to the address.

What does Ccheck do?
1 Accepts L′ as input: permutation of L sorted by ` and by t;
2 Checks that L′ is a permutation of L;
3 Checks that ordering in L′ is correct;
4 Checks consistency requirements.

9 Efficient Proof of RAM Programs from Any Public-Coin Zero-Knowledge System



2 Constant Overhead: Checking RAM Accesses
Franzese et al. (CCS 2021)

LInput P

Input L′
P

For i ∈ [1, N + T − 1]:

(`′i < `′i+1) ∨
(
(`′i = `′i+1) ∧ (t′i < t′i+1)

) ∧
(`′i 6= `′i+1) ∨ (d′i = d′i+1) ∨ (op′i+1 = write)

∧
(`′i = `′i+1) ∨ (op′i+1 = write)

Prove
Boolean

P
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2 Constant Overhead: Checking RAM Accesses
Franzese et al. (CCS 2021)

Arithmetic check of permutation: if [b1, . . . , bn] = π([a1, . . . , an]), then

Πn
i=1(x− bi) = Πn

i=1(x− ai).

ai ← Pack(`i, ti, opi, di) ∈ F2κ

bi ← Pack(`′i, t′i, op′i, d′i) ∈ F2κ

ΠN+T
i=1 (r − ai) ?= ΠN+T

i=1 (r − bi)
r←F2κ

Prove
Arithmetic

VP

I Efficient conversion Boolean ↔ Arithmetic requires private coins.
I Proving several statements requires stateful proof system.
I Efficient packing only works in binary fields.
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3 Public-Coin Constant Overhead ZK RAM Access
We design Ccheck for arbitrary F, without any field conversion. Challenge is to
maintain the constant overhead property.

1 EqCheck circuit for equality check (without bit-decomposition).
2 PermCheck circuit for permutation (same as Franzese et al.).

Inner-product compression instead of packing
3 BdCheck circuit for inequalities (amortizing over several elements).

I Public-coin implies it can be made non-interactive.
I A circuit over a unique field implies it works with any C-SAT proof system.
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3 EqCheck: Equality in ZK

We want to return x ?= y.

1: Input 〈r〉 =
(〈x〉 − 〈y〉)−1 if x 6= y

random non-zero if x = y

2: Input 〈r−1〉
3: Check that 〈r〉 · 〈r−1〉 is equal to 1. . Asserts r 6= 0
4: 〈b〉 ← (〈x〉 − 〈y〉) · 〈r〉
5: Check that (1− 〈b〉) · 〈b〉 is equal to 0. . Asserts b ∈ {0, 1}
6: return 1− 〈b〉
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3 PermCheck without Packing

Compressiona1 . . . an

 6= π


b1 . . . bn




=⇒ [s · a1, . . . , s · an] 6= π ([s · b1, . . . , s · bn])

except with prob. 1/|F|.

s←F4V

PermCheck ([ai, . . . , an], [b1, . . . , bn]) r ← F
V
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3 Constant Overhead Bound Test
This algorithm tests that A ≤ xi ≤ B for {xi}T

i=1:

1: Arrange array 〈L〉 = [A,A+ 1, . . . , B, 〈x1〉, 〈x2〉, . . . , 〈xT 〉] of size
S = B2 −B1 + 1 + T .

2: Input〈L′〉 containing L sorted from lowest to highest.
3: PermCheck(〈L〉, 〈L′〉)
4: for i ∈ [S − 1] do
5: 〈αi〉 ← EqCheck(〈L′[i]〉, 〈L′[i+ 1]〉)
6: 〈βi〉 ← 〈L′[i+ 1]〉 − 〈L′[i]〉
7: Check that 〈αi〉+ 〈βi〉 is equal to 1.
8: Check that 〈L′[1]〉 = A and that 〈L′[S]〉 = B.
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3 Comparison

Scheme Coins Structure per access
Complexity Time (ms) Comms (KB)

BubbleRAM(1) Private GF (264 − 59)(2) O(log2 N) 0.15 1.5
Franzese et al. Private GF (240 − 87) O(1) 0.01 0.031
Ours Public GF (261 − 1) O(1) 0.2–1.6 4.1–1.8

(1) N = 218.
(2) But only computes on 32-bit words.

500kB of RAM in ≈ 15s (Apollo mission used 4kB RAM and 72kB ROM).
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3 Links

Limbo ia.cr/2021/215

RAM gates ia.cr/2022/313
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