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Agenda

Our contribution

NIZKs definitions

The problem with SRS

Notions of soundness and what they give

Simulation extractability

How to build an extractor for zkSNARKs?
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Contribution
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Define updatable simulation extractability for NIZKs

Analyze three properties needed for the NIZK to be simulation extractable

Show that a wide class (Plonk, Marlin, Lunar, Sonic) of zkSNARKs is 
simulation-extractable out of the box

no changes in the protocol needed  no efficiency loss!

Snarky signature in the updatable setting

↦



zkSNARKs properties
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Completeness
Honest verifier always accepts a proof from an honest prover 𝒫

Knowledge soundness
If verifier  accepts a proof for a statement  then the prover  knows  such that 𝒱 x 𝒜(p, srs; r) w R(x, w)

Zero knowledge
Verifiers learns nothing besides the validity of the statement

R(x, w)

ℰ𝒜(p, srs, r) = w

𝒮(p, srs, td, x) ≈ 𝒫(p, srs, x, w)
Succinctness
The proof  is shortπ

|π | = O(log( |x | + |w | ))

𝒫(srs, x, w) ⟶ 𝒱(srs, x)π



All the fuss with the SRS
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Trusted party  
Party that creates the SRS can easily provide valid proofs for false statements

Real life instantiation 
MPC ceremonies to generate the SRS

td, srs ← 𝖪𝖦𝖾𝗇(p)

Updatable SRS 
Everybody can take an existing SRS  and update it to get an SRS  
One honest update is enough for the proof system to be sound

srs srs′￼ 𝖴𝗉𝖽𝖺𝗍𝖾(srs) → srs′￼, πupd

𝒮(p, srs, td, x)



How are zkSNARK-s built?
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𝒫
srs, x, w srs, x

𝒱
F(z, p1(z), …) ?= 0

…

p1(X)

p2(X)

p1(z), p2(z), …
z

α2

α1



From interactive to non interactive:  
Fiat—Shamir transformation
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𝒫
srs, x, w

ℋ
…

p1(X)

p2(X)

z ← ℋ( . . . )

α2 ← ℋ(x, p1(X), α1, p2(X))

α1 ← ℋ(x, p1(X))

p1(X), p2(X), …, p1(z), …𝒫
srs, x
𝒱

srs, x, w
F(z, p1(z), …) ?= 0

ℋ



The importance of non-malleability
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Knowledge soundness:  
cannot convince the verifier  on  
unless it knows  such that 

𝒜ℋ(p, srs; r)
𝒱 x

w R(x, w)
Extraction: ℰ𝒜(p, srs, r, Qℋ) = w

𝒜ℋ(p, srs, r) ↦ 𝒜ℋ,𝒮(p, srs, r)

𝒱
𝒫1

𝒫2

𝒫3𝒫4

𝒜
π1

π2

π3

π4

Simulation-extractability: 
 cannot convince the 

verifier  on  unless it knows  such 
that  given access to 
simulated proofs

𝒜ℋ,𝒮(p, srs; r)
𝒱 x w

R(x, w)

Extraction: ℰ𝒜(p, srs, r, Qℋ, Q𝒮) = w



Simulation-extractability
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𝒜

ℋ* 𝒮

ℰ𝒜(p, srs, r, Qℋ, Q𝒮) = w𝒜ℋ,𝒮(p, srs, r) = x, π ℋ
 responds with a simulated proof for 𝒮(x) x

When adversary wins? 
 returns an instance—proof pair  

such that
-  is not a simulated proof
-  doesn’t know the witness

𝒜 (x, π)

π
𝒜



Some issues with extraction
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𝒜

ℋ* 𝒮

ℰ𝒜(p, srs, r, Qℋ, Q𝒮) = w

𝒜ℋ,𝒮(p, srs, r) = x, π

REQUIREMENT 1
Unique response property: It is infeasible to 
provide two transcripts that
- are different, and 
- match on the first  messages, and
- are both acceptable

k

QUESTION 1
What if  outputs a re-randomized 
simulated proof?

𝒜

REQUIREMENT 2
Trapdoor-less zero-knowledge: there exists 
a simulator that provides valid proofs without 
using SRS’s trapdoor 

QUESTION 2
How can  provide simulated proofs?ℰ

ℋ



How are zkSNARK-s built?
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Plonk:
w = (w1, …, w3n)
p1(X ) = w1 + w2X + …wnXn−1 + …
p2(X ) = wn+1 + wn+2X + …w2nXn−1 + …
p3(X ) = w2n+1 + w2n+2X + …w3nXn−1 + …

Observation:
Some of the polynomials  
encode the witness

pi(X )

𝖣𝖾𝖼𝗈𝖽𝖾(p1(X), …) = w

𝒫
srs, x
𝒱

srs, x, w

p1(X), p2(X), …, p1(z), …



How to extract?
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Plonk:
w = (w1, …, w3n)
p1(X ) = w1 + w2X + …wnXn−1 + …
p2(X ) = wn+1 + wn+2X + …w2nXn−1 + …
p3(X ) = w2n+1 + w2n+2X + …w3nXn−1 + …

Observation:

If we evaluate  at  points 
then we can reveal their coefficients

deg(p1) = deg(p2) = deg(p3) = n + 2

p1(X ), p2(X ), p3(X ) n + 3

Idea:
Let the extractor learn multiple evaluations of polynomials

(z1, p1(z1)), …, (zn+3, p1(zn+3))
Lagrange interpolation

p1(X)



Rewinding
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𝒜 ℋ1 =ℋ…

p1(z1), p2(z1), …
z1

α1

p1(X)

⋆

 rewinds  to the point  and picks a new random oracleℰ 𝒜 ⋆

ℋ2
p1(z2), p2(z2), …

z2⋆

continue till  evaluations of  are known…n + 3 p1(X ), p2(X ), p3(X )

 rewinds  to the point  and picks a new random oracleℰ 𝒜 ⋆

REQUIREMENT 3  
Rewinding-based knowledge soundness: It is feasible to 
extract the witness from the polynomials sent by the prover

QUESTION 3
How do we know that rewinding reveals the 
witness? Or the adversary doesn’t break if it 
sees ?z2



If  too bigk
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𝒜 ℋ1…

p1(z1), p2(z1), …
z1

α1

⋆

 rewinds  to the point  and picks a new random oracleℰ 𝒜 ⋆

ℋ2
p1(z2), p2(z2), …

z2⋆

REQUIREMENT 1
Unique response property: It is infeasible to 
provide two transcripts that
- are different, and 
- match on the first  messages, and
- are both acceptable

k

(challenge  should come after round )z k

𝒜 p′￼1(X), p′￼2(X), …p′￼1(z), …pm(z)

We cannot change the simulated 
proofs the adversary has seen



If  keeps to ask questions…𝒜
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𝒜 ℋ1…

p1(z1), p2(z1), …
z1

α1

⋆

 rewinds  to the point  and picks a new random oracleℰ 𝒜 ⋆

ℋ2
p1(z2), p2(z2), …

z2⋆

REQUIREMENT 2
Trapdoor-less zero-knowledge: there exists 
a simulator that provides valid proofs without 
using SRS’s trapdoor 

Give me more simulated proofs!

ℰ𝒜(p, srs, r, Qℋ, Q𝒮)



What Makes Fiat–Shamir zkSNARKs (Updatable 
SRS) Simulation Extractable? 
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Trapdoor-less zero-knowledge: there exists 
a simulator that provides valid proofs without 
using SRS’s trapdoor 

Unique response property: It is infeasible to 
provide two transcripts that
- are different, and 
- match on the first  messages, and
- are both acceptable

k

Rewinding-based knowledge soundness: It 
is feasible to extract the witness from the 
polynomials sent by the prover

How extractor can provide simulated proofs?

What if  outputs a re-randomized 
simulated proof?

𝒜

How do we know that rewinding reveals the 
witness?



What Makes Fiat–Shamir zkSNARKs (Updatable 
SRS) Simulation Extractable? 
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Trapdoor-less zero-knowledge: there exists 
a simulator that provides valid proofs without 
using SRS’s trapdoor 

Unique response property: It is infeasible to 
provide two transcripts that
- are different, and 
- match on the first  messages, and
- are both acceptable

k

Rewinding-based knowledge soundness: It 
is feasible to extract the witness from the 
polynomials sent by the prover

How extractor can provide simulated proofs?

What if  outputs a re-randomized 
simulated proof?

𝒜

How do we know that rewinding reveals the 
witness?
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Additional slides
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Snarky Signatures (aka succinct signatures of knowledge)
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Signing of  is possible only if  known  
Verification done by using 

R(x, w)
m w

x



Updatable SE
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We call protocols which allow for such a simulation k-programmable trapdoor-less

zero-knowledge.
Our definition of zero-knowledge for non-interactive arguments is in programmable

ROM. We model this using the oracles from Fig. ?? that provide a stateful wrapper
around Sim. SimO.H(x) simulates H using lazy sampling, SimO.Prog(x, h) allows
for programming the simulated H and is available only to Sim. SimO.P(x,w) and
SimO.P0(x) call the simulator. The former is used in the zero-knowledge definition and
requires the statement and witness to be in the relation, the latter is used in the simulation
extraction definition and does not require a witness input.

Definition 1 (Updatable k-Programmable Trapdoor-Less Zero-Knowledge). Let

 FS = (SRS,P,V, Sim) be a (2µ + 1)-message FS-transformed NIZK proof system

with an updatable SRS setup. We call  FS trapdoor-less zero-knowledge with security

"zk if for any adversary A, |"0(�)� "1(�)|  "zk(�), where

"0(�) = Pr
⇥
A

UpdO,H,P(1�)
⇤
, "1(�) = Pr

⇥
A

UpdO,SimO.H,SimO.P(1�)
⇤
.

If "zk(�) is negligible, we say FS is trapdoor-less zero-knowledge. Additionally, we

say that FS is k-programmable, if Sim before returning a proof ⇡ only calls SimO.Prog
on (⇡̃[0..k], h). That is, it only programs the k-th message.

Remark 1 (TLZK vs HVZK). We note that TLZK notion is closely related to honest-
verifier zero-knowledge in the standard model. That is, if we consider an interactive
proof system that is HVZK in the standard model then FS is TLZK. This comes as
the simulator Sim in produces a valid simulated proof by picking verifier’s challenges
according to a predefined distribution and  FS’s simulator SimFS produces its proofs
similarly by picking the challenges and additionally programming the random oracle to
return the picked challenges. Importantly, in both  and  FS success of the simulator
does not depend on access to an SRS trapdoor.

We note that Plonk is 3-programmable TLZK, and Sonic and Marlin are 2-
programmable TLZK. This follows directly from the proofs of their standard model
zero-knowledge property in ??????.
2.4 Updatable Simulation Extractability (USE)
We note that the zero-knowledge property is only guaranteed for statements in the
language. For simulation extractability where the simulator should be able to provide
simulated proofs for false statements as well, we thus use the oracle SimO.P0 10.

Definition 2 (Updatable Simulation Extractability). Let  NI = (SRS,P,V, Sim)
be a NIZK proof system with an updatable SRS setup. We say that  NI is updatable
simulation-extractable with security loss "se(�, acc, q) if for any PPT adversary A that

is given oracle access to setup oracle UpdO and simulation oracle SimO and that

produces an accepting proof for NI with probability acc, where

acc = Pr


V(srs, x,⇡) = 1
^(x,⇡) 62 Q

����
r  $ R(A)

(x,⇡) A
UpdO,SimO.H,SimO.P0

(1�; r)

�

10 Note, that simulation extractability property where the simulator is required to give simulated
proofs for true statements only is called true simulation extractability.
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there exists an expected PPT extractor Extse such that

Pr

2

4
V(srs, x,⇡) = 1,

(x,⇡) 62 Q,

R(x,w) = 0

������
r  $ R(A), (x,⇡) A

UpdO,SimO.H,SimO.P0
(1�; r)

w Extse(srs,A, r, Qsrs, QH, Q)

3

5  "se(�, acc, q)

Here, srs is the finalized SRS. List Qsrs contains all (srs, ⇢) of update SRSs and their

proofs, list QH contains all A’s queries to SimO.H and the (simulated) random oracle’s

answers, |QH|  q, and list Q contains all (x,⇡) pairs where x is an instance queried

to SimO.P0
by the adversary and ⇡ is the simulator’s answer .

2.5 Unique Response (UR) Protocols

A technical hurdle identified by Faust et al. [?] for proving simulation extraction via
the Fiat–Shamir transformation is that the transformed proof system satisfies a unique
response property. The original formulation by Fischlin, although suitable for applica-
tions presented in [?,?], does not suffice in our case. First, the property assumes that the
protocol has three messages, with the second being the challenge from the verifier. That
is not the case we consider here. Second, it is not entirely clear how to generalize the
property. Should one require that after the first challenge from the verifier, the prover’s
responses are fixed? That does not work since the prover needs to answer differently
on different verifier’s challenges, as otherwise the protocol could have fewer messages.
Another problem is that the protocol could have a message, beyond the first prover’s
message, which is randomized. Unique response cannot hold in this case. Finally, the
protocols we consider here are not in the standard model, but use an SRS.

We work around these obstacles by providing a generalized notion of the unique
response property. More precisely, we say that a (2µ+ 1)-message protocol has unique

responses from k, and call it a k-UR-protocol, if it follows the definition below:

Definition 3 (Updatable k-Unique Response Protocol). Let FS = (SRS,P,V, Sim)
be a (2µ+1)-message FS-transformed NIZK proof system with an updatable SRS setup.

Let H be the random oracle. We say that  FS has unique responses for k with security

"ur(�) if for any PPT adversary Aur:

Pr

"
⇡ 6= ⇡

0
, ⇡̃[0..k] = ⇡̃

0[0..k],

V0(srs, x,⇡, c) = V0(srs, x,⇡0
, c) = 1

����� (x,⇡,⇡
0
, c) A

UpdO,H
ur (1�)

#
 "ur(�)

where srs is the finalized SRS and V0(srs, x,⇡ = (a1, . . . , aµ, aµ+1)) behaves as

V(srs, x,⇡) except for using c as the k-th challenge instead of calling H(⇡̃[0..k]).
Thus, A can program the k-th challenge. We say FS is k-UR, if "ur(�) is negligible.

Intuitively, a protocol is k-UR if it is infeasible for a PPT adversary to produce a
pair of accepting proofs ⇡ 6= ⇡

0 that are the same on the first k messages of the prover.
The definition can be easily generalized to allow for programing the oracle on more

than just a single point. We opted for this simplified presentation, since all the protocols
analyzed in this paper require only single-point programming,
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Zero-knowledge proofs
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𝒫
x, w x

π

𝒯
𝒱

srs srs

⟨𝒮(p, srs, td, x), 𝒱(p, srs, x)⟩ ≈ ⟨𝒫(p, srs, x, w), 𝒱(p, srs, x)⟩


