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Spooky Encryption

* Introduced in 2016 by Dodis et. al.
« Semantically Secure PKE based on MK-FHE
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Spooky Encryption

Spooky Encryption:
* n input messages
* n public keys

* n encryptions

* One evaluation

* n decryptions

Additive Function Sharing (AFS-Spooky):
Spooky, but additive reconstruction like an HSS. That is:

y1+y,+tys = F(x)
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HEDS
HEDS —>HSS

— KeyGen"S5(14, n):
1. Run (pk,ski,...,sk,) < SetUpHEPS (1A n)
2. For each i € [n], set ek; := sk;
3. Return pk and (ekq,...,ek;,)

- Share;fs(as(j)): Each client P; € P, on input ) performs the following
steps. We recall that the goal is to obtain shares (x1,...,x,) of (z!,...,2™).

1. For i € [n] and j € [m], generate :I:Ej) such that zU) = xgj) + o+

(4)
3. Set x; = {ctgj)}je[m], for i € [n].

— EvaIEkSS(F; x;,ek;): Given a function F' : R™ — R, each server i € [n]

computes circuit description C' of I and proceeds as follows.
1. Compute ct; = EvaIEkEDS (C, (ctV ..., ctgm)))

2. Compute y; = Dec:ei_'kEiDS (ct;)

In paper:. HSS=—>HEDS

2. For each z;”7, compute ctgj ) = Enc;'kEDS(xgj )).
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Linear Decryption FHE

« Aim: Construct HEDS using Standard Ring-LWE based FHE
« Homomorphic evaluation:

Ency,(my) + Encyr(m;) = Encyr(my +my)
Encyr(my) - Encyr(m;) = Encyy(cq - ¢z)

* Encryption: Public key pk, Secret key sk, Message m, Error parameter e
ct=(@b=a-sk+m+p-e)

» Decryption:
m =(ct - (1,—sk) mod q) mod p
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Linear Decryption FHE

« LD-FHE: Decryption equation is a linear inner product combination.
« LD-FHE Constructions: BGV, BFV, GSW ,TFHE, etc.

Ap -C> A pk,m-CV A F,ctq, ... ctl-CV A sk, ct-a A

KeyGen Enc Eval Dec

. Tq, A, pk, sk . TCt . TF(Ctl, .., Cty) . Tm
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Distributed Decryption
coo

KeyGen: (pk,skq, sk,)

Message: m, Message: m,
cty = Encpk(ml) —_—

+—t; = Encyi(m;)

ct = F(Ctl, Ctz) ct = F(Ctl, Ctz)
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Distributed Decryption

Distributed Decryption

d, = (ct- (1,—sk;)) mod q d, = (ct-(0,—sk,)) mod g
= (ct - (1, —skq)) = (ct - (0, —sk;))
=a- sk, + F(mqy,m,) + pe = —a - sk,
m,; = d,; mod p —_—
= ( ) mod p
— 1, =d, mod p
= (—a-sk,) modp
mq + m, = ( —a-sk,)modp =F(my,m,)
However Alice knows a and therefore can recover sk, mod p.
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Distributed Decryption

Decryption with Nonce R

dy = (ct-(1,—sky) + R) mod g d, = (ct-(0,—sk,) — R) mod q
=(b —a-sk;+R) = (—a-sk, —R)
=(a: sk, + F(m;,m,)+p-e+R)

m, = d;mod p -

— mod p
-—_—  m,=d,modp
= (—a - sk, —R)mod p

m; +m, = ( —a- sk, —R)modp = F(my,m,)
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Distributed Decryption

 Assumption:q > 2 -p - (B + 1) - 2% for some noise bound B

* ct Is a valid ciphertext = the coefficients for d; + d, mod g lie in the interval
(—p -(B+1),..,p-(B+ 1))

» Decryption error & coefficients of d,lie either in (—%,% +p-(B+ 1)) orin
q q
G-r GB+D3)

* As R Is a random nonce, d, Is uniformly distributed over (—%, g)

« Probability for wraparound in a single coefficient; 24

» Probability for correct decryption: 1 —n - 274
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Scooby: Explained
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Scooby: Explained
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Scooby: Explained

{1,2,3,4,5}
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Scooby: Explained

Pkeyg, Skpyg —> Skpyp = ski+ sk,
ENCFHE(m) = ct

{1,2,3,4,5}
pka:gka —> ko, = Encyy (skq) pk;, skp
PN A
pk]/’ Sky, ky pk‘u; Sku,; ku, {3’4} {5}

{1} {2} /\

3} 4]

B. van Leeuwen, COSIC, ESAT, KU Leuven, Belgium

KU LEUVEN



Scooby: Explained

Algorithm Decf:fnb"[ct} (for Isb-based construction)

Let F': {0,1}* x [n] — R, be a pseudorandom function.
Decie™®™(ct):

1. Parse sk; as sk;, K* and (pkEME et,), for every node v from the root to leaf i.
2. Let ct 1 = ct.
3. For each internal node v on the path from the root to leaf i (excluding the root
and leaf):
(a) Write v = ul|b, where u is the parent of v (so b =0 if v is a left child and
b = 1 otherwise).
(b) Define the function:

7, sk (G (b,—sk) + (=1)" - F(K*",u) (mod q)) (mod p)

(c) Compute ct, := Evalgrf(fgu, cty).

4. Write i = u/|b, then take the leaf ciphertext ct; and output the share

ms = (E‘t,-, (b, —ski) + (=1)* - F(K"",u) (mod q]) (mod p)

Fig. 3. Decryption to shares for Isb-based Scooby
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Scooby: Explained

{1,2,3,4,5}
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* O(log(n)) operations per party
« Bootstrapping at every gate: |F|
 Total complexity: O(log(n) + |F])
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Results

* Dodis et. al.:
« AFS-Spooky Construction
 MK-FHE based with superpolynomial modulus
« Uniform CRS
« Complexity 0(n*® - |F])

e Scooby:
« HEDS Construction
« LD-FHE based with superpolynomial modulus
« Setup with a trusted party (or traditional MPC protocol)
« Complexity O(|F| + logn)

B. van Leeuwen, COSIC, ESAT, KU Leuven, Belgium KU LEUVEN



Results

e Scrappy:
« HEDS construction
 FHE based with two party HSS for NC1
« Setup with a trusted party (or traditional MPC protocol)
« Complexity O(|F| + logn)
 Removes the dependency on a superpolynomial g
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Results

« Shaggy:
« HEDS construction
« Two party HSS for NC1
« Setup with a trusted party (or traditional MPC protocol)
« Complexity O(|F]|) or 0O(1) for constant |F|.
 Removes the dependency on FHE
* Instantiated with Paillier

B. van Leeuwen, COSIC, ESAT, KU Leuven, Belgium KU LEUVEN



Results

» Casper:
« AFS Spooky construction
» Specific MK-FHE protocols with superpolynomial modulus
e Setup using a Uniform CRS
« Complexity O(n = |F| + n*logn) or O(n? = |F| + n*logn)
 Removes the need for a trusted setup
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Thank You

Any questions?
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