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F(    ) = 

𝑦1+𝑦2+𝑦3 = 𝐹(𝑥)
𝑥

Homomorphic Secret Sharing



• Introduced in 2016 by Dodis et. al.

• Semantically Secure PKE based on MK-FHE
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Spooky Encryption
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Spooky Encryption

Spooky Encryption:

• 𝑛 input messages

• 𝑛 public keys

• 𝑛 encryptions

• One evaluation

• 𝑛 decryptions

Additive Function Sharing (AFS-Spooky):

Spooky, but additive reconstruction like an HSS. That is:

𝑦1+𝑦2+𝑦3 = 𝐹(𝑥)
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HEDS
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HEDS HSS

HEDS

In paper: HSS        HEDS



• Aim: Construct HEDS using Standard Ring-LWE based FHE

• Homomorphic evaluation: 

𝐸𝑛𝑐𝑝𝑘 𝑚1 + 𝐸𝑛𝑐𝑝𝑘 𝑚2 = 𝐸𝑛𝑐𝑝𝑘 𝑚1 +𝑚2

𝐸𝑛𝑐𝑝𝑘 𝑚1 ⋅ 𝐸𝑛𝑐𝑝𝑘 𝑚2 = 𝐸𝑛𝑐𝑝𝑘 𝑐1 ⋅ 𝑐2

• Encryption: Public key 𝑝𝑘, Secret key 𝑠𝑘, Message 𝑚, Error parameter 𝜖
𝑐𝑡 = 𝑎, 𝑏 = 𝑎 ⋅ 𝑠𝑘 + 𝑚 + 𝑝 ⋅ 𝑒

• Decryption: 

𝑚 =(𝑐𝑡 ⋅ 1, −𝑠𝑘 mod 𝑞) mod 𝑝
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Linear Decryption FHE



• LD-FHE: Decryption equation is a linear inner product combination.

• LD-FHE Constructions: BGV, BFV, GSW ,TFHE, etc.
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Linear Decryption FHE

𝜆, 𝑝

q, Δ, 𝑝𝑘, 𝑠𝑘
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𝐹, 𝑐𝑡1, … 𝑐𝑡𝑙

𝐹(𝑐𝑡1, … , 𝑐𝑡𝑙)

𝑠𝑘, 𝑐𝑡
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Distributed Decryption 

KeyGen: (𝑝𝑘, 𝑠𝑘1, 𝑠𝑘2)

𝑐𝑡1 = 𝐸𝑛𝑐𝑝𝑘(𝑚1)

𝑐𝑡 = 𝐹(𝑐𝑡1, 𝑐𝑡2)

Message: 𝑚1

𝑐𝑡2 = 𝐸𝑛𝑐𝑝𝑘(𝑚2)

Message: 𝑚2

𝑐𝑡 = 𝐹(𝑐𝑡1, 𝑐𝑡2)
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Distributed Decryption 

𝑑1 = (𝑐𝑡 ⋅ 1, −𝑠𝑘1 ) mod 𝑞 𝑑2 = (𝑐𝑡 ⋅ 0, −𝑠𝑘2 ) mod 𝑞

Distributed Decryption

= (𝑐𝑡 ⋅ 1, −𝑠𝑘1 ) = (𝑐𝑡 ⋅ 0, −𝑠𝑘2 )
= 𝑎 ⋅ 𝑠𝑘2 + 𝐹(𝑚1, 𝑚2) + 𝑝𝜀

ഥ𝑚1 = 𝑑1 mod p

ഥ𝑚2 = 𝑑2 mod 𝑝

= −𝑎 ⋅ 𝑠𝑘2

= 𝑎 ⋅ 𝑠𝑘2 + 𝐹 𝑚1, 𝑚2 + 𝑝 ⋅ 𝜀 mod 𝑝

= −𝑎 ⋅ 𝑠𝑘2 mod 𝑝

However Alice knows 𝑎 and therefore can recover 𝑠𝑘2 mod 𝑝.

ഥ𝑚1 + ഥ𝑚2 = 𝑎 ⋅ 𝑠𝑘2 + 𝐹 𝑚1, 𝑚2 + 𝑝 ⋅ 𝜀 − 𝑎 ⋅ 𝑠𝑘2 mod 𝑝 = 𝐹(𝑚1, 𝑚2)
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Distributed Decryption 

𝑑1 = (𝑐𝑡 ⋅ 1, −𝑠𝑘1 + 𝑅) mod 𝑞 𝑑2 = (𝑐𝑡 ⋅ 0, −𝑠𝑘2 − 𝑅) mod 𝑞

ഥ𝑚1 = 𝑑1mod 𝑝

ഥ𝑚2 = 𝑑2mod 𝑝

Decryption with Nonce 𝑅

= (𝑏 − 𝑎 ⋅ 𝑠𝑘1 + 𝑅)

= (𝑎 ⋅ 𝑠𝑘2 + 𝐹 𝑚1, 𝑚2 + 𝑝 ⋅ 𝜀 + 𝑅)
= (−𝑎 ⋅ 𝑠𝑘2 − 𝑅)

= (𝑎 ⋅ 𝑠𝑘2 + 𝐹 𝑚1, 𝑚2 + 𝑅)mod 𝑝

= (−𝑎 ⋅ 𝑠𝑘2 − 𝑅)mod 𝑝

ഥ𝑚1 + ഥ𝑚2 = 𝑎 ⋅ 𝑠𝑘2 + 𝐹 𝑚1, 𝑚2 + 𝑅 − 𝑎 ⋅ 𝑠𝑘2 − 𝑅 mod 𝑝 = 𝐹(𝑚1, 𝑚2)



• Assumption: 𝑞 > 2 ⋅ 𝑝 ⋅ 𝐵 + 1 ⋅ 2𝜆 for some noise bound 𝐵

• 𝑐𝑡 is a valid ciphertext ⇒ the coefficients for 𝑑1 + 𝑑2 mod 𝑞 lie in the interval

• Decryption error ⇔ coefficients of 𝑑1lie either in −
𝑞

2
,
𝑞

2
+ 𝑝 ⋅ 𝐵 + 1 or in 

𝑞

2
− 𝑝 ⋅ 𝐵 + 1 ,

𝑞

2

• As R is a random nonce, 𝑑1 is uniformly distributed over −
𝑞

2
, …

𝑞

2

• Probability for wraparound in a single coefficient: 2−𝜆

• Probability for correct decryption: 1 − 𝑛 ⋅ 2−𝜆.
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Distributed Decryption 

−𝑝 ⋅ 𝐵 + 1 ,… , 𝑝 ⋅ 𝐵 + 1
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Scooby: Explained
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Scooby: Explained
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Scooby: Explained

{1,2,3,4,5}

{1,2}

{1} {2}

{3} {4}

{3,4,5}

{3,4} {5}
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Scooby: Explained

{1,2,3,4,5}

{1,2}

{1} {2}

𝐸𝑁𝐶𝐹𝐻𝐸 𝑚 = 𝑐𝑡

𝑝𝑘𝐹𝐻𝐸 , 𝑠𝑘𝐹𝐻𝐸

{3} {4}

𝑠𝑘𝐹𝐻𝐸 = 𝑠𝑘1+ 𝑠𝑘2

𝑝𝑘𝛼 , 𝑠𝑘𝛼
{3,4,5}

𝑝𝑘𝛽 , 𝑠𝑘𝛽

{3,4} {5}

𝑘𝛼 = 𝐸𝑛𝑐𝑝𝑘𝛼 𝑠𝑘1

𝑝𝑘𝛾 , 𝑠𝑘𝛾 , 𝑘𝛾 𝑝𝑘𝜇 , 𝑠𝑘𝜇 , 𝑘𝜇
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Scooby: Explained
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Scooby: Explained
{1,2,3,4,5}

{1,2}

{1} {2}

{3} {4}

{3,4,5}

{3,4} {5}

• O log 𝑛 operations per party

• Bootstrapping at every gate: |𝐹|
• Total complexity: 𝑂 log 𝑛 + 𝐹



• Dodis et. al.:

• AFS-Spooky Construction

• MK-FHE based with superpolynomial modulus

• Uniform CRS

• Complexity 𝑂(𝑛2 ⋅ 𝐹 )

• Scooby:

• HEDS Construction

• LD-FHE based with superpolynomial modulus

• Setup with a trusted party (or traditional MPC protocol)

• Complexity 𝑂( 𝐹 + log 𝑛)
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Results



• Scrappy:

• HEDS construction

• FHE based with two party HSS for NC1

• Setup with a trusted party (or traditional MPC protocol)

• Complexity 𝑂( 𝐹 + log 𝑛)

• Removes the dependency on a superpolynomial 𝑞

B. van Leeuwen, COSIC, ESAT, KU Leuven, Belgium21

Results



• Shaggy:

• HEDS construction

• Two party HSS for NC1

• Setup with a trusted party (or traditional MPC protocol)

• Complexity 𝑂( 𝐹 ) or 𝑂(1) for constant |𝐹|.

• Removes the dependency on FHE

• Instantiated with Paillier
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Results



• Casper:

• AFS Spooky construction

• Specific MK-FHE protocols with superpolynomial modulus

• Setup using a Uniform CRS

• Complexity 𝑂(𝑛 ∗ 𝐹 + 𝑛2 log 𝑛) or 𝑂(𝑛2 ∗ 𝐹 + 𝑛2 log 𝑛)

• Removes the need for a trusted setup
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Results
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Thank You
Any questions?


