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Applications in decentralized settings
 Ring Signatures

* Anonymous payments

- Anonymous bidding/voting



Commit-and-prove in Anonymous Settings

0 ™
2 a2

Commit L= 1
CEve CPeppe

CAlice CBob

Prove



Commit-and-prove in Anonymous Settings

“the Ring R”
£ A o
ice CBob CEve Cpe

Prove T » (.')

| am the owner of one of
the public commitments in the Ring R,
and my commitments satisfies property Phi




Commit-and-prove in Anonymous Settings

“the Ring R” o ™ O
CAlice CBob CEve CPeppe

TheOrem:(CAlicea CBoba CEve7 CPGP) .
i s.t. C; = Com(s;,r;) and ®(s;) =1 (‘3

T




Commit-and-prove in Anonymous Settings

“the Ring R” =
ol o
CB b Eve CPeppe

ow can a ot = Comonnt) o B = 1 —~
party (.3
compute n . '
this proof

alone



Commit-and-prove in Anonymous Settings

< CAliC67 CBOb7 CEve7 CPeppe >




Commit-and-prove in Anonymous Settings

< CAliC67 CBOb7 CEvey CPeppe >

Theorem:(Circuit, ®, Caijice, CBob; CEve, Crep)

TT » (")

m := ZKP (Circuit, Cajice; CBobs Ceves CPep) , W = (Spep, TPep))

Circuit:=BooleanCircuit(Com)



Commit-and-prove in Anonymous Settings

®)

7 := ZKP (Circuit, Calice; CBobs CEve, Chep) s w0 = (SPep: T'Pep))



This paper asks:

Black-box?

Commit-and-prove

Anonymous Settings



Black-box: &4
i

what why



Black-box: &4
i

what why




Black-box: &4

what why

input

—_—

output - Independent on the complexity of the
— circuit of the crypto primitive

- replaceable with hardware, with an “oracle”

- sometimes, lead to more efficient solutions



In this paper we show:

Black-box
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This talk:

Why*?

the anonymous setting is challenging for black-box usage

How !

this paper overcomes the challenges



Why Black-box anonymous C&P is challenging

the Black-box approach



Why Black-box anonymous C&P is challenging

the Black-box approach

cut-and-choose

Open and check

- distribute your computation in my parallel threads

- open a random subset so that
1. they are enough to convince someone of the correctness
2. they are not enough to learn any secret
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Hiding

Binding

Partially openable by anyone
with fake values

hiding of partial openings:
fake partial opening = real partial opening

binding of partial opening:
each fake opening lead to an independent plaintext

“non-malleability” of partial openings:
copying a partial opening of other does not
allow to compute a valid fully openable
commitment
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Com®(tag,m) = (cy, ..., Cr), (d1, ..., d.)
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In the paper

- Formal definitions

- Efficient instantiation for equality

- formal proof that it works (on eprint soon the full version)



Open problems

New commitments cannot be added once the first
proof has started

One-time flavor (inherent?)
Not succinct

Black-box in Hash (or in PCom)



thank you



