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Certificate Approach (1/2)

Each signer receives
signature on his polic
sk, = 0, = Sign(msk, x)

8, o

sk, = 6, = Sign(msk, y) 10




Certificate Approach (2/2)
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(2) C(x) =
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sk, = 6, = Sign(msk, y) 11
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Succinct ABS?

Prove knowledge of (x, 0):
(1) Verify(x, 6) =1
(2) C(x) =1

* Signature size is linearin |C|®

* Can we make signatures succinct?
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Using SNARKs [BGI14]

Prove knowledge of (x, 0):
(1) Verify(x, 6) =1
(2) C(x) =1

* Simple solution: Using zk-SNARKs!
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A Drawback: Karp Reduction

Prove knowledge of (x, 0):
(1) Verify(x, 8) =1

(2) C(x) = 1

0)

* Proving (1) & (2) in zk-SNARKSs requires Karp
reduction

— (2) is easy: Circuit-SAT to QAP, for example ©

— (1) is costly: expressing public-key/secret-key
operations in QAP ®
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Our Solution: Using Two Proofs

Prove knowledge of (x, 0):
(1) Verify(x, 8) =1

(2) C(x) = 1

0)

* Use two different proofs to avoid Karp
reduction
— For (1): Groth-Sahai proof
(Verify is expressed by pairing-product equations)

— For (2): zk-SNARKSs (Circuit-SAT to QAP is easy)
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Difficulty: Combining Two Proofs?

Prove knowledge of ( , 0):
(1) Verify( ,0) =1

(2)C()=1

0)

* Need to ensure that two proofs use same x!

* Introducing third proof to bind them is not
good idea

— No longer succinct nor avoiding Karp reduction

18



Agenda

Attribute-Based Signatures
Security Requirement
Certificate Approach [MPR11]

Succinct ABS [BGI14] & Karp Reduction

Succinct ABS without Karp Reduction

— Commit-and-prove SNARKSs
— Generic Construction

Simplifying CP-SNARKSs: Constrained SNARKSs
Conclusion

19



Commit-and-Prove SNARKSs

(Specialized to Our Purpose)

(1) Committing Phase

&4 com € CP.Commit(crs, x; ry)

(2) Proving Phase

CP.\Verify(crs, C, com, ) =1

=>» C(x) = 1 for x behind com




Commit-and-Prove SNARKSs

(Specialized to Our Purpose)

(1) Committing Phase

&‘ com € CP.Commit(crs, x; ry)
 —— — >

(2) Proving Phase

CP.\Verify(crs, C, com, ) =1

=>» C(x) = 1 for x behind com

Importantly, com is reusable!
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ldea

e Authority signs a commitment
(instead of attribute string x in plain form)

o [

sk, =0, =Sign(msk, =¢ )
* Signer proves knowledge of 0, together with
SNARK proving com,’s message satisfies circuit

— These relations are pairing-product equations!
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Construction (1/2)
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sk, =0, = Sign(msk, com,)

&

Each signer receives
signature on commitment

to his attributes

sk, = 6, = Sign(



Construction (2/2)

Prove knowledge of (com, 6, m):

(1) Verify(com, 0) =1

(2) CPVerify(C, com, ) =1

sk, = 6, = Sign(msk, com, )
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Avoiding Karp Reduction

Prove knowledge of (com, 6, m):
(1) Verify(com, 0) =1
(2) CPVerify(C, com, ) =1

Egs. (1) & (2) are paring-product equations:
(1) Instantiate with SPS, com is in G

(2) some pairing-based SNARK has

pairing-product verification equation
-y r =y




Security & Efficiency

e Security is proven under generic (bilinear)
group model

* Signature size = 18| G, | + 14| G, |
= 11kbits (if |G,| = 256bits, |G, | = 512bits)

* Circuit size should be bounded at set-up
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Simplifying CP-SNARKSs

We propose simplification of CP-SNARKs
named constrained SNARKSs

Differs from CP-SANRKs mainly in two ways:

— Commitment is deterministic,

in our application commitment need not be hiding

— Very restricted relation can be proven,
which is sufficient for our application

Based on Groth’s SNARK [G16]
See proceedings for details
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Conclusion

We proposed succinct ABS w/o Karp reduction

— Previous schemes suffer from long
signature/signing keys or costly Karp reduction

Security is proven in generic (bilinear) group
model

Signature size = 11kbits

Circuit size is bounded at setup

Thank you!
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