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Mixing Networks

● routing protocols that create hard-to-trace communications

● a chain of proxy servers (aka mixers) shuffle the input list

● used for anonymous e-mail, anonymous payments, electronic voting, …
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MixNets: A popular paradigm

● mix-server shuffle typically implemented 
through re-encryption or
re-randomization

● guarantee correctness and privacy even 
in presence of many malicious mixers

○ mixers attach a ZK proof of shuffle

still a major source of inefficiency
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A brief history of Mix-Nets

Feb ‘81
[Chaum] introduces 
the notion of Mix-Nets

[Terelius,Wikstrom] 
improved proof-of-shuffle

CRYPTO/CCS ‘01
shuffle through permutation 
networks [Furukava,Sako], 
[Neff] 

EC ‘08
[Groth,Isai] zk shuffle 
proofs, sublinear 
communication

JC ‘10 EC ‘12
efficient zk argument for 
shuffle [Bayer,Groth] 
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CCA + Re-Randomizability?

CCA-security is impossible to achieve when the PKE scheme is Re-Randomizable…

PKE protected against malleability attacks

- cannot transform a ciphertext of a message M1 to a ciphertext of a message M2

- but allows to re-randomize the ciphertexts!

ReRand Replayable CCA-security
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[Chaum] introduces 
the notion of Mix-Nets

[Terelius,Wikstrom] 
improved proof-of-
shuffle

CRYPTO/CCS ‘01
shuffle through permutation 
networks [Furukava,Sako], 
[Neff] 

EC ‘08
[Groth,Isai] zk shuffle 
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communication

TCC ‘04
[Groth] introduces 
the notion of Rand-
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CRYPTO ‘07
first Rand-RCCA PKE 
in standard model 
[Prabhakaran,Rosulek]

EC ‘12
[Chase+] Malleable 
proof systems;
[Bayer,Groth] Efficient 
zk shuffle

PKC ‘17 AC ‘19
MixNets from Re-Rand 
RCCA [Faonio+]

JC ‘10
[Libert+] Shorter 
verifiable ciphertexts

A brief history of Mix-Nets (and Rand-RCCA)
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Re-rand NIZK
for R

CPA

ElGamal
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publicly-verifiable Re-randomizable RCCA scheme

Rand RCCA

public-Vf
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publicly-verifiable Re-randomizable RCCA scheme
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for simple R
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public-Vf
Publicly-verifiability is not for free!
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Our contributions
Starting from the work of Faonio et al (AC’ 19).
we obtain a Mix-Net that is:

➔ Modular
abstract the properties required by the zk proof 
of shuffle

➔ More efficient
get rid of the very expensive publicly-verifiability 
property of Rand-RCCA schemes



Towards modularity

ENCRYPTION OF 
INPUTS

MIXING / SHUFFLE
VERIFICATION

+
DECRYPTION
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ciphertexts/proofs

CPA Threshold 
Decryption is 

enough!
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A common strategy for (R)CCA security

Start from CPA-secure scheme and add elements to assure the integrity of the ciphertext

Used by most schemes: Cramer-Shoup,  Prabhakaran-Rosulek, … and also FFHR!

(R)CCA

CPA Integrity

pkA, skA pkB, skB



Replayable CCA PKE with Leakage

RCCA Game

A learns f(sk)*

*No oracle call allowed after the leakage!



FFHR is Leakage-RCCA for skB

RCCA Game

A learns skB

*No oracle call allowed after the leakage!

(R)CCA

CPA Integrity



Senders encrypt their 
inputs and send them 

to the first mixer

Mixers shuffle and re-
randomize the 

ciphertexts

Mixers verify all the 
ciphertexts and 

decrypt the last list

How we postpone verification?
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MIXING / SHUFFLE
VERIFICATION

+
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How Verify!?
CPA Threshold 
Decryption!?



1. Key sharing



2. Mixing using the public-key



3. Leak skB and verify



4. Decrypt and output

CPA-DECRYPTION



On the efficiency

The most efficient instantiation is based on SXDH assumption

We consider the cost for n senders, m mixers

FFHR19 Our work

Ciphertext Re-randomization n (36 E1 + 45E2 + 6ET + 5P) n (7E1+ 7E2+ 2ET + 5P)

For Verification + Final Decryption
we save about n (30E1 + 39E2 + 36P) out of nm 36P + m (2E1 + 50P)



On the efficiency

The most efficient instantiation is based on SXDH assumption

We consider the cost for n senders, m mixers equipped with N processors

FFHR19 Our work

Ciphertext Re-randomization n\N (36 E1 + 45E2 + 6ET + 5P) n\N (7E1+ 7E2+ 2ET + 5P)

For Verification + Final Decryption
we save about n\N (30E1 + 39E2 + 36P) out of nm\N 36P + m\N (2E1 + 50P)



Our results

● modular mix-net framework, secure in the UC model

● a more efficient instantiation of the MixNet protocol based on Rand-RCCA PKE

● a more careful security analysis of the mixnet protocol

● auditability, i.e. the whole transcript of the protocol can be verified later on



Thanks
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