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Attack for specific Enc!
Can we fix N3?
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P Stronger notion: Only one sub key needs to be updated
» N1, N2, and N3 are secure if the underlying schemes are RKA secure.
» N1, N2, and N3 can be broken in the stronger setting.

» N1, N2 can be broken for any encryption and MAC.

» N3 can be broken due to the specific encryption.

» N3 can be modified (N™) to achieve strong RKA-security.
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Questions 7

Live or by email

maximilian.orlt@tu-darmstadt.de

Patrick Max
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