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Related-key Attacks

Black-box model

▶ e.g. with uniform random
secret k

▶ Adversary learns Input/Output

Plaintext/ciphertext (M,C)

RKA setting: Adversary has more
power

▶ Fault attacks

▶ Bad key updates

▶ Devices with related keys
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Related work

RKA secure primitives:

▶ Pseudo random functions

✓

▶ Pseudo random permutation

✓

▶ Encryption schemes

✓

▶ Message Authentication Codes

✓

▶ Authenticated encryption (AE)
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Related work

RKA secure primitives:

▶ Pseudo random functions ✓
▶ Pseudo random permutation ✓
▶ Encryption schemes ✓
▶ Message Authentication Codes ✓
▶ Authenticated encryption (AE) (✓)

They analyzed probabilistic
schemes and specific affine
relation functions.

▶ We analyze deterministic
(nonce-based) AE schemes for
more general relation functions:

Namprempre, Rogaway, and
Shrimpton: Reconsidering
generic composition.
(EUROCRYPT 2014)
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Authenticated encryption – N-Schemes

Nonce-based AEAD
▶ Input:

▶ Nonce N
▶ Message M
▶ Associated Data A

▶ Standard composition methods

▶ Encrypt-and-Mac

(N1)

▶ Encrypt-then-Mac

(N2)

▶ Mac-then-Encrypt

(N3)
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Associated
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Authenticated encryption – N-Schemes

Nonce-based AEAD
▶ Input:

▶ Nonce N

▶ Message M
▶ Associated Data A

▶ Standard composition methods

▶ Encrypt-and-Mac

(N1)

▶ Encrypt-then-Mac

(N2)

▶ Mac-then-Encrypt

(N3)

N

Nonce: Never use the same nonce again
with the same key!
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Authenticated encryption – N-Schemes

Nonce-based AEAD
▶ Input:

▶ Nonce N
▶ Message M

▶ Associated Data A

▶ Standard composition methods

▶ Encrypt-and-Mac

(N1)

▶ Encrypt-then-Mac

(N2)

▶ Mac-then-Encrypt

(N3)

M

Message: Message that needs to be
encrypted and signed.
E.g. the text of a letter.
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Nonce-based AEAD
▶ Input:

▶ Nonce N
▶ Message M
▶ Associated Data A

▶ Standard composition methods

▶ Encrypt-and-Mac

(N1)

▶ Encrypt-then-Mac

(N2)

▶ Mac-then-Encrypt

(N3)

A

Associated Data: Additional information
that needs to be signed but not encrypted.
E.g. the address of a letter.
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RKA Security Notion

Security game
▶ (Real-world) b = 0:

▶ Real Enc() access
▶ Real Dec() access

▶ Ideal-world b = 1:

▶ Enc() outputs random ciphertext
▶ Dec() outputs ⊥

Adversary

▶ Φ-restricted

▶ Both keys have to be updated

▶ Nonce-respecting
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RKA Security of N1, N2, and N3

The schemes are secure iff
▶ the encryption Enc():

▶ RKA secure nonce-based

▶ e.g. RKA secure PRF + PRG

▶ the MAC Tag():

▶ is RKA secure PRF

▶ e.g. Hash + RKA secure PRF

Theorem 1 (e.g. N = N1):

Adv
AE
N (A,Φe×Φm) ≤ Adv

IND
Σ (Ase ,Φe)+AdvSUFΓ (Amac ,Φm)+AdvPRFTag (Aprf ,Φm)
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N C
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km
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An example

Our instantiation of N1 (and also N2 and N3) are secure even when the keys
are related:

▶ Let us consider N1 with keys
Ke and Km

▶ (ϕe , ϕm), (ϕ′
e , ϕ

′
m) ∈ Φe × Φm

with ϕe ≠ ϕ
′
e and ϕm ≠ ϕ

′
m

▶ We update K
′
e ← ϕe(Ke) and

K
′
m ← ϕm(Km)

▶ Again, we update
K

′′
e ← ϕ

′
e(Ke) and

K
′′
m ← ϕ

′
m(Km)

N

M

A

C

T

EncKe

MACKm

Update
−−−−→

N

M

A

C
′

T
′

EncK ′
e

MACK ′
m

Update
−−−−→

N

M

A

C
′′

T
′′

EncK ′′
e

MACK ′′
m
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Strong RKA Security Notion with Nonce-misuse

Security game
▶ (Real-world) b = 0:

▶ Real Enc() access
▶ Real Dec() access

▶ Ideal-world b = 1:
▶ Enc() outputs random ciphertext
▶ Dec() outputs ⊥

Adversary

▶ Φ-restricted

▶ Nonce-respecting

▶ Both keys have to be updated

← Encke ,km

← Decke ,km

RKA-Security

← $F

← ⊥

b = 0

b = 1

I could also

update only one

ke or km

I could use old N

without updating

the key!
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RKA Insecurity of N1, N2, and N3

What if only one underlying Key is Updated or an old underlying key was
reused?

▶ Let us consider N1 with keys
Ke and Km

▶ We update K
′
e ← ϕ(Ke) and

K
′
m ← ϕ(Km)

▶ What happens when we reuse
K

′
e together with the fresh Km?

⇒ We can forge the ciphertext after
the second update from the
previous ciphertexts!

N

M

A

C

T

EncKe

MACKm

Update
−−−−→

N

M

A

C
′

T
′

EncK ′
e

MACK ′
m

Update
−−−−→

N

M

A

C
′

T

EncK ′
e

MACKm
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Insecurity results

N

M

A

C

T

Enc

MAC

N

M

A

C

T

Enc

Mac

N

M

A

CEnc

Mac

Generic Attacks

Attack for specific Enc!

Can we fix N3?

Attack works for any Enc , MAC !

Theorem 1 (e.g. N = N1):

Adv
s−AE
N (A,Φe × Φm) = 1

On the Related-Key Attack Security of Authenticated Encryption Schemes 10 / 13



Insecurity results

N

M

A

C

T

Enc

MAC

N

M

A

C

T

Enc

Mac

N

M

A

CEnc

Mac

Generic Attacks

Attack for specific Enc!

Can we fix N3?

Attack works for any Enc , MAC !

Theorem 1 (e.g. N = N1):

Adv
s−AE
N (A,Φe × Φm) = 1

On the Related-Key Attack Security of Authenticated Encryption Schemes 10 / 13



Insecurity results

N

M

A

C

T

Enc

MAC

N

M

A

C

T

Enc

Mac

N

M

A

CEnc

Mac

Generic Attacks

Attack for specific Enc!

Can we fix N3?

Attack works for any Enc , MAC !

Theorem 1 (e.g. N = N1,N2):

Adv
s−AE
N (A,Φe × Φm) = 1

On the Related-Key Attack Security of Authenticated Encryption Schemes 10 / 13



Insecurity results

N

M

A

C

T

Enc

MAC

N

M

A

C

T

Enc

Mac

N

M

A

CEnc

Mac

Generic Attacks

Attack for specific Enc!

Can we fix N3?

Attack works for any Enc , MAC !

Theorem 1 (e.g. N = N1,N2,N3):

Adv
s−AE
N (A,Φe × Φm) = 1

On the Related-Key Attack Security of Authenticated Encryption Schemes 10 / 13



Insecurity results

N

M

A

C

T

Enc

MAC

N

M

A

C

T

Enc

Mac

N

M

A

CEnc

Mac

Generic Attacks

Attack for specific Enc!

Can we fix N3?

Attack works for any Enc , MAC !

Theorem 1 (e.g. N = N1,N2,N3):

Adv
s−AE
N (A,Φe × Φm) = 1

On the Related-Key Attack Security of Authenticated Encryption Schemes 10 / 13



RKA Security of N
∗

M

N

A

CEncke

Mackm

⊕

(M ,T )

N C

ke

f G(M ,T ) C

ke

p

Theorem:
Adv

s−AE
N3

(A,Φe × Φm) = 1

Adv
s−AE
N∗ (A,Φe × Φm) ≤

Adv
SUF
Γ (Amac ,Φm) + Adv

PRP
Σ (Aprp,Φe) + Adv

PRF
Tag (Aprf ,Φm) +

2q
2

2∣C ∣
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Conclusion

▶ RKA-security for Authenticated Encryption

▶ All sub keys have to be updated
▶ Stronger notion: Only one sub key needs to be updated

▶ N1, N2, and N3 are secure if the underlying schemes are RKA secure.
▶ N1, N2, and N3 can be broken in the stronger setting.

▶ N1, N2 can be broken for any encryption and MAC.
▶ N3 can be broken due to the specific encryption.

▶ N3 can be modified (N
∗
) to achieve strong RKA-security.

On the Related-Key Attack Security of Authenticated Encryption Schemes 12 / 13



Conclusion

▶ RKA-security for Authenticated Encryption

▶ All sub keys have to be updated
▶ Stronger notion: Only one sub key needs to be updated

▶ N1, N2, and N3 are secure if the underlying schemes are RKA secure.
▶ N1, N2, and N3 can be broken in the stronger setting.

▶ N1, N2 can be broken for any encryption and MAC.
▶ N3 can be broken due to the specific encryption.

▶ N3 can be modified (N
∗
) to achieve strong RKA-security.

On the Related-Key Attack Security of Authenticated Encryption Schemes 12 / 13



Conclusion

▶ RKA-security for Authenticated Encryption
▶ All sub keys have to be updated

▶ Stronger notion: Only one sub key needs to be updated

▶ N1, N2, and N3 are secure if the underlying schemes are RKA secure.
▶ N1, N2, and N3 can be broken in the stronger setting.

▶ N1, N2 can be broken for any encryption and MAC.
▶ N3 can be broken due to the specific encryption.

▶ N3 can be modified (N
∗
) to achieve strong RKA-security.

On the Related-Key Attack Security of Authenticated Encryption Schemes 12 / 13



Conclusion

▶ RKA-security for Authenticated Encryption
▶ All sub keys have to be updated
▶ Stronger notion: Only one sub key needs to be updated

▶ N1, N2, and N3 are secure if the underlying schemes are RKA secure.
▶ N1, N2, and N3 can be broken in the stronger setting.

▶ N1, N2 can be broken for any encryption and MAC.
▶ N3 can be broken due to the specific encryption.

▶ N3 can be modified (N
∗
) to achieve strong RKA-security.

On the Related-Key Attack Security of Authenticated Encryption Schemes 12 / 13



Conclusion

▶ RKA-security for Authenticated Encryption
▶ All sub keys have to be updated
▶ Stronger notion: Only one sub key needs to be updated

▶ N1, N2, and N3 are secure if the underlying schemes are RKA secure.

▶ N1, N2, and N3 can be broken in the stronger setting.

▶ N1, N2 can be broken for any encryption and MAC.
▶ N3 can be broken due to the specific encryption.

▶ N3 can be modified (N
∗
) to achieve strong RKA-security.

On the Related-Key Attack Security of Authenticated Encryption Schemes 12 / 13



Conclusion

▶ RKA-security for Authenticated Encryption
▶ All sub keys have to be updated
▶ Stronger notion: Only one sub key needs to be updated

▶ N1, N2, and N3 are secure if the underlying schemes are RKA secure.
▶ N1, N2, and N3 can be broken in the stronger setting.

▶ N1, N2 can be broken for any encryption and MAC.
▶ N3 can be broken due to the specific encryption.

▶ N3 can be modified (N
∗
) to achieve strong RKA-security.

On the Related-Key Attack Security of Authenticated Encryption Schemes 12 / 13



Conclusion

▶ RKA-security for Authenticated Encryption
▶ All sub keys have to be updated
▶ Stronger notion: Only one sub key needs to be updated

▶ N1, N2, and N3 are secure if the underlying schemes are RKA secure.
▶ N1, N2, and N3 can be broken in the stronger setting.

▶ N1, N2 can be broken for any encryption and MAC.

▶ N3 can be broken due to the specific encryption.

▶ N3 can be modified (N
∗
) to achieve strong RKA-security.

On the Related-Key Attack Security of Authenticated Encryption Schemes 12 / 13



Conclusion

▶ RKA-security for Authenticated Encryption
▶ All sub keys have to be updated
▶ Stronger notion: Only one sub key needs to be updated

▶ N1, N2, and N3 are secure if the underlying schemes are RKA secure.
▶ N1, N2, and N3 can be broken in the stronger setting.

▶ N1, N2 can be broken for any encryption and MAC.
▶ N3 can be broken due to the specific encryption.

▶ N3 can be modified (N
∗
) to achieve strong RKA-security.

On the Related-Key Attack Security of Authenticated Encryption Schemes 12 / 13



Conclusion

▶ RKA-security for Authenticated Encryption
▶ All sub keys have to be updated
▶ Stronger notion: Only one sub key needs to be updated

▶ N1, N2, and N3 are secure if the underlying schemes are RKA secure.
▶ N1, N2, and N3 can be broken in the stronger setting.

▶ N1, N2 can be broken for any encryption and MAC.
▶ N3 can be broken due to the specific encryption.

▶ N3 can be modified (N
∗
) to achieve strong RKA-security.

On the Related-Key Attack Security of Authenticated Encryption Schemes 12 / 13



Questions ?
Live or by email

maximilian.orlt@tu-darmstadt.de

Thank
you!

Or later here at the conference:

Patrick Max
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