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Classic McEliece

is a code-based Key Encapsulation Mechanism

is NIST's 4th Round Candidate

is based on the problem of decoding random linear code

uses Prange’s algorithm (1962) to set the parameters (no structure of the code
is exploited)

® builds upon Goppa code (many other choices of codes are weak)

Our goal: Recover secret key in poly time from a constant fraction of the key material



Goppa code

® Fix L={ai,...,an} C Fam — a set of Goppa points
® Fix g(x) € Fom[z] — a polynomial of degree ¢ s.t. g(«;) # 0,Vi —a Goppa polynomial

Goppa Code C of length n, dimension n — ¢ - m is the set

C:F(L,g):{ce]Fg : Z G _:Omodg(x)}



Goppa code

® Fix L={ai,...,an} C Fam — a set of Goppa points
® Fix g(x) € Fom[z] — a polynomial of degree ¢ s.t. g(«;) # 0,Vi —a Goppa polynomial

Goppa Code C of length n, dimension n — ¢ - m is the set

C:F(L,g):{ce]Fg : Z G _:Omodg(x)}

Every codeword ¢ = (¢4, ..., ¢,) satisfies

Zci H(x — a;) = 0 mod g(z).
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Parity-check matrix

ceTl(L,g) < Hc =0 for a parity-check matrix H.

1 1 1 g (o) 0 0
e o oo . Op 0 g Hay) ... 0
H Goppa = : : - : : : - : € Fyn”
o7t bt at=t 1] 0 g Hap)

® Obtain a parity-check matrix H over ]Fémxn by considering a natural bijection
Fox — FL™ ™ using a fixed basis.

® Gaussian elimination of this matrix gives McEliece public key Hpy.

® McEliece secret key is (L, g).
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Advanced Goppa

Theorem 1:  On input of Hy € F5™ ™, an index set Z C {1,...,n} with £ := |I| > tm, and
Goppa points «; € Fom, i € I, algorithm ADVANCED-GOPPA computes a list £ with the
Goppa polynomial g(z) € £ in O(n?) operations in Fom.

Idea: Observe that

Z i H (x — o) = 0 mod g(z). (1)

i€supp(c) jesupp(c)\{i}

® Assume we know Goppa points a; for some index set Z C {1,...,n},|Z| > tm + 1.

® Advanced-Goppa constructs ¢ with supp(c) C Z from Hpx.

® Easy: Hy projected to the columns in Z has non-trivial kernel, from which we take c.
® Given ¢ we compute the lhs of (1), and factor into irreducible polynomials over Fom [z].
® Every irreducible deg-t factor is stored in some list L.



Experimental Results

(n,t,m) L=tm+1||L|=1|L=tm+2||L]|=1]Av. time
(3488, 64,12) 769 97% 770 100% 18 sec
(4608, 96, 13) 1249 99% 1250 100% 54 sec
(6960, 119,13) 1548 99% 1549 100% 91 sec
(8192, 128,13) 1665 99% 1666 100% | 105 sec

Table: Experimental results for ADVANCED-GOPPA on a laptop !

https://github.com/ElenaKirshanova/leaky_goppa_in_mceliece
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Recovering the remaining points

Theorem 2: On input Hy € FY™*™, the Goppa polynomial g(z), an index set Z C {1,...

with £ := |Z| > tm such that rank(Hy[Z]) = tm, and Goppa points «; € Fom,i € Z,
algorithm GOPPA-POINTS outputs in time O (n*) all Goppa points o, . . ., a,.

Idea:

e Construct from Hpy a codeword ¢ with supp(c) C Z U {r}.
® Then

5 1
E G — mod g(x).
Sr—a r—ar

e Compute lhs, and then solve for «,..



Recovering the remaining points

(n,t,m) {=tm+1 time
(3488, 64, 12) 769 42 sec
(4608, 96, 13) 1249 130 sec
(6960, 119, 13) 1548 167 sec
(8192, 128,13) 1665 183 sec

Table: Experimental results for Goppa-Points



Conclusions and Open problems

Given tm + 1 Goppa points together with their positions in L,

°* ADVANCED-GOPPA recovers g(z)
® GOPPA-POINTS recovers the remaining unkown points
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® GOPPA-POINTS recovers the remaining unkown points

Open questions:

® What can we do only with g(x)?
® \What if the permutation is stored in a Benes network?
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Thank you! Q7



