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Anonymous Credential

User Credential Issuer
(usk, uvk) (sk, vk)
m
CredObtain(usk, vk, m) < >  CredIssue(uvk, sk, m)
o < Verifier

CredShow(usk, vk, m, o) < > CredVerify(vk, m)



Previous Work

Selective disclosure [CL11, FHS19] Any relation [Sanders20]
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User receives many credentials on a message User receives a credential on many messages:
L can combine them L can transform o > oF

One Credential Issuer
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User Credential Issuer
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CredObtain(usk, vk, m) < >  CredIssue(uvk, sk, m)
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Tag-Based Signatures
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Linearly Homomorphic Signatures

sk = (Skl, ceey Skn) o = Sign(Sk, M) — HMiSk,- — g<m,sk>

vk = (g%, ..., %)

M = (g™ ... g™ = g VerifSign : e(o,¢) = [ [ e(M,, vk)

l
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Linearly Homomorphic Signatures

sk = (Skl, ceey Skn) o = Sign(sk, M) — HM.Sk,- — g<m,sk>
vk = (g%, ..., %) i
s ?
M= (g",...,g")=gm VerifSign : e(o, g) = He(Ml-, vk;)
o) = g<m1,sk> X 0y = g<m2,sk>

O o) X 0y = g<m1+m2,sk>
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Linearly Homomorphic Signatures

Unforgeability?
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Linearly Homomorphic Signatures

Unforgeability?
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Linearly Homomorphic Signatures
Unforgeability?
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Tag-Based + Linearly Homomorphic

o, = Sign(sk,z,g™)
o, = Sign(sk, 7, g™)

01 X 0y
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Tag-Based + Linearly Homomorphic
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Tag-Based + Linearly Homomorphic

o, = Sign(sk,z,g™)
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Assumptions

Decisional Diffie-Hellman

. {(g.h,g"hY), x<Z,)

¢ {(g9 hagxa hy)a X, Y ($_ Zp}

Decisional Square Diffie-Hellman
2 S
¢ {(gagxagx )9 X < Zp}

¢ {(gagxagy)a Xy Y <$_ Zp}

Indistinguishable

Indistinguishable
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Tag Randomization

UVk — (Tl, Tz, T3)
— (g gusk guskZ)
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Tag Randomization

UVk — (Tl, Tz, T3)
— (g gusk guskZ)

uvk’ = uvk”
a-usk a-uskz)

= (85878
— (h, husk, husk )
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Tag Randomization

uvk = (74, 15, 73)

— (g gusk usk)
uvk’ = uvk”
_ (g ga -usk ga-uskz)

(h husk husk)

\
-

Unlinkable
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Adaptable Signature

From o valid signature of uvk, m
how to construct a valid signature valid with uvk’?

— Slr+ms  u LV
G—Tl 1'2 T3
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Adaptable Signature

From o valid signature of uvk, m
how to construct a valid signature valid with uvk’?
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Anonymous Credential

User Credential Issuer
usk sk = (t,u,v,r,s)
uvk = (7, 75, 73) \V vk =(T,U,V,R,S)
m 9 9 9 9
uvk, m
— T
o 7V.{+r+ms . TS . T%}
\ /
%]
uvk, o Verifier
uvk’ = uvk®
o' = o

?
T Q2 e TR ST e U) el V)

+ Proof(uvk’) 23



Security




Security

e Correctness — valid signature
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Security

e Correctness — valid signature

Unlinkability = randomization tag, adaptable signature
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Security

e Correctness — valid signature

Unlinkability = randomization tag, adaptable signature

Unforgeability — signature unforgeability
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Credentials

(usk, uvk)

Later...
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User

o = 0y X 0,
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Credential Issuers

(usk, uvk)

Later...
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Credential Issuers

User Credential Issuer
(usk, uvk) (sky, vky)
uvk, m;
— T
o, = Sign(sky, uvk, m,)
\ /
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Linear Property

. LTri+mys, /SR | . .

01 — Tl T2 T3 Vkl — [Tl’ Ul’ Vl’Rl’ Sl]
I+ Ty+M,S u V . .

Oy =T 27,7 T vky = |15, U,, V53 R,, S5

Ll +myS+1m5S, . Tu1+u2 . Tv1+v2

0:61'02:7«'1 5 3

e(o,g)=e(r,(T)-T,) - (R - R,) - (Sf"1 : Sg@) - e(1y, (U; - U,)) - e(r3, (V) - V5))
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Linear Property

— Lhtrtmys o _uyp o Vg _

01 — Tl 72 T3 Vkl — [Tl’ Ul’ Vl’Rl’ Sl]
L+r,+m,s u 1% .

Oy =T 27,7 T vky = |15, U,, V53 R,, S5

LT+ S5, . Tu1+u2 . Tv1+v2

0:61'02:7«'1 5 3

e(o,g)=e(r,(T)-T,) - (R - R,) - (S{"1 - S;'h) - e(1y, (U; - U,)) - e(r3, (V) - V5))

K Credential Issuers, 1 message but only 1 signature
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Constant-Size

1 Credential Issuer, k messages but only 1 signature

K Credential Issuers, 1 message but only 1 signature
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Constant-Size

< 1 Credential Issuer, k messages but only 1 signature
K Credential Issuers, 1 message but only 1 signature
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Traceability

User

usk

utk = g

(usk, uvk = (g, g“Sk, g“Skz))

e(1,, 8) = e(g"*, g) = e(g, ") = e(, utk)

e(7s, g) = e(g"F, ) = e(g"*, ") = e(t,, utk)
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Traceability

2
(usk, uvk = (g, g", g"*K))

?

uvk ~ uvk™

x _ ik Kk _*
uvk™ = (77,175, 73
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Traceability

ﬂ Trace Judge
Q

(usk, uvk = (g, g"%, g")) — - A RH A&
S~ - / \
utk = gusk
!
uvk ~ uvk* / e(t, utk) = e(7,, g)
Proof Jutk e(7y, utl) = (7, ¢

6(1'2*, Utk) — e(T;a g)

uvk™ = (¢, 77, 29

\ ' et utk) = e(z), @)
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Thank you!

https://ia.cr/2020/657



