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Verifier

Credential Issuer


𝗌𝗄 = (t, u, v, r, s)
𝗏𝗄 = (T, U, V, R, S)






𝗎𝗌𝗄
𝗎𝗏𝗄 = (τ1, τ2, τ3)
m

σ = τt+r+ms
1 ⋅ τu

2 ⋅ τv
3

σ

𝗎𝗏𝗄, m

𝗎𝗏𝗄, σ


𝗎𝗏𝗄′￼= 𝗎𝗏𝗄α

σ′￼= σα

e(σ′￼, 𝔤) = e(τ′￼1, T ⋅ R ⋅ Sm) ⋅ e(τ′￼2, U) ⋅ e(τ′￼3, V)
?

+ Proof( )𝗎𝗏𝗄′￼
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• Correctness  valid signature→
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Security

• Correctness  valid signature→

• Unlinkability  randomization tag, adaptable signature→

• Unforgeability  signature unforgeability→

24



Credentials
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User Credential Issuer

(𝗌𝗄, 𝗏𝗄)(𝗎𝗌𝗄, 𝗎𝗏𝗄)

σ1 = 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗎𝗏𝗄, m1)

σ1

𝗎𝗏𝗄, m1

Later…

Verifier

σ2 = 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗎𝗏𝗄, m2)

σ2

𝗎𝗏𝗄, m2

m1, m2, σ1, σ2
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User Credential Issuer

(𝗌𝗄, 𝗏𝗄)(𝗎𝗌𝗄, 𝗎𝗏𝗄)

σ1 = 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗎𝗏𝗄, m1)

σ1

𝗎𝗏𝗄, m1

Later…

Verifier

σ2 = 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗎𝗏𝗄, m2)

σ2

𝗎𝗏𝗄, m2

m1, m2, σσ = σ1 × σ2
(+ Rand)
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User Credential Issuer

(𝗌𝗄1, 𝗏𝗄1)(𝗎𝗌𝗄, 𝗎𝗏𝗄)

σ1 = 𝖲𝗂𝗀𝗇(𝗌𝗄1, 𝗎𝗏𝗄, m1)

σ1

𝗎𝗏𝗄, m1

Later…

Verifier

σ2 = 𝖲𝗂𝗀𝗇(𝗌𝗄2, 𝗎𝗏𝗄, m2)

σ2

𝗎𝗏𝗄, m2

m1, m2, σ1, σ2

(𝗌𝗄2, 𝗏𝗄2)
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User Credential Issuer

(𝗌𝗄1, 𝗏𝗄1)(𝗎𝗌𝗄, 𝗎𝗏𝗄)

σ1 = 𝖲𝗂𝗀𝗇(𝗌𝗄1, 𝗎𝗏𝗄, m1)

σ1

𝗎𝗏𝗄, m1

Later…

Verifier

σ2 = 𝖲𝗂𝗀𝗇(𝗌𝗄2, 𝗎𝗏𝗄, m2)

σ2

𝗎𝗏𝗄, m2

(𝗌𝗄2, 𝗏𝗄2)

m1, m2, σσ = σ1 × σ2
(+ Rand)
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σ1 = τ t1+r1+m1s1
1 ⋅ τu1

2 ⋅ τv1
3

σ2 = τ t2+r2+m2s2
1 ⋅ τu2

2 ⋅ τv2
3


𝗏𝗄1 = [T1, U1, V1; R1, S1]

𝗏𝗄2 = [T2, U2, V2; R2, S2]

σ = σ1 ⋅ σ2 = τ t1+t2+r1+r2+m1s1+m2s2
1 ⋅ τu1+u2

2 ⋅ τv1+v2
3

e(σ, 𝔤) = e(τ1, (T1 ⋅ T2) ⋅ (R1 ⋅ R2) ⋅ (Sm1
1 ⋅ Sm2

2 ) ⋅ e(τ2, (U1 ⋅ U2)) ⋅ e(τ3, (V1 ⋅ V2))
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σ1 = τ t1+r1+m1s1
1 ⋅ τu1

2 ⋅ τv1
3

σ2 = τ t2+r2+m2s2
1 ⋅ τu2

2 ⋅ τv2
3


𝗏𝗄1 = [T1, U1, V1; R1, S1]

𝗏𝗄2 = [T2, U2, V2; R2, S2]

σ = σ1 ⋅ σ2 = τ t1+t2+r1+r2+m1s1+m2s2
1 ⋅ τu1+u2

2 ⋅ τv1+v2
3

e(σ, 𝔤) = e(τ1, (T1 ⋅ T2) ⋅ (R1 ⋅ R2) ⋅ (Sm1
1 ⋅ Sm2

2 ) ⋅ e(τ2, (U1 ⋅ U2)) ⋅ e(τ3, (V1 ⋅ V2))
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K Credential Issuers, 1 message but only 1 signature

1 Credential Issuer, k messages but only 1 signature



→

Constant-Size
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K Credential Issuers, 1 message but only 1 signature

1 Credential Issuer, k messages but only 1 signature

K Credential Issuers, k messages but only 1 signature
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σ3

?

σ1

σ2

σ3σ2

σ1

Vikki
σ

m2

m1

m3

m1, m2, m3

Alice
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σ3

?

σ1

σ2

σ3σ2

σ1

Vikki
σ

m2

m1

m3

m1, m2, m3

Alice

+ Traceability
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(𝗎𝗌𝗄, 𝗎𝗏𝗄 = (g, g𝗎𝗌𝗄, g𝗎𝗌𝗄2
))

User

𝗎𝗍𝗄 = 𝔤𝗎𝗌𝗄

e(τ2, 𝔤) = e(g𝗎𝗌𝗄, 𝔤) = e(g, 𝔤𝗎𝗌𝗄) = e(τ1, 𝗎𝗍𝗄)

e(τ3, 𝔤) = e(g𝗎𝗌𝗄2
, 𝔤) = e(g𝗎𝗌𝗄, 𝔤𝗎𝗌𝗄) = e(τ2, 𝗎𝗍𝗄)
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?

(𝗎𝗌𝗄, 𝗎𝗏𝗄 = (g, g𝗎𝗌𝗄, g𝗎𝗌𝗄2
))

𝗎𝗏𝗄⋆ = (τ⋆
1 , τ⋆

2 , τ⋆
3 )

𝗎𝗏𝗄 ∼ 𝗎𝗏𝗄⋆
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?

(𝗎𝗌𝗄, 𝗎𝗏𝗄 = (g, g𝗎𝗌𝗄, g𝗎𝗌𝗄2
))

𝗎𝗏𝗄⋆ = (τ⋆
1 , τ⋆

2 , τ⋆
3 )

𝗎𝗏𝗄 ∼ 𝗎𝗏𝗄⋆

Trace Judge

Proof

𝗎𝗍𝗄 = 𝔤𝗎𝗌𝗄








e(τ1, 𝗎𝗍𝗄) = e(τ2, 𝔤)
e(τ2, 𝗎𝗍𝗄) = e(τ3, 𝔤)
e(τ⋆

1 , 𝗎𝗍𝗄) = e(τ⋆
2 , 𝔤)

e(τ⋆
2 , 𝗎𝗍𝗄) = e(τ⋆

3 , 𝔤)

∃𝗎𝗍𝗄,



Thank you!
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