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Introduction
Motivations



Motivations

New paradigm: People have many devices today, with different needs
Managing devices without authority interaction
Granular access control over decryption for devices
Authority wants users to be accountable

Our solution: A Key-Policy ABE (KP-ABE) scheme with delegation and tracing

What does that mean?
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Attribute-Based Encryption
Policies, delegation and security



Toy example of ABE

Example with a simple case: In a university setting
Researchers have attribute ”Researcher”
Students have attribute ”Student”
Everyone has an attribute ”Department X” fitting for them

Decryption needs to validate a policy = a boolean expression

Example: (Researcher AND (Department X OR Y)) OR (Student AND Department X)

Attribute-Based Encryption = Anyone with attributes for the policy can decrypt
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Definition of ABE

Definition
In an ABE scheme, a message can only be decrypted if a policy is fulfilled by attributes

Different kind of ABE, but we will focus on Key Policy-ABE
⇒ Policy in keys, attributes in ciphertexts (opposite of Ciphertext Policy-ABE)

Example (Evaluating an access-tree)

T =

To evaluate an access-tree T with a set Γ of attributes
Set the leaves of T to ”true” if it has a matching
attribute in Γ, else to ”false”
Evaluate parents recursively depending on their gate

Γ = {A} then T (Γ) = 0 (false)
Γ = {A,C} then T (Γ) = 1 (true)
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Related works

ABE with delegation

Seminal work [GPSW06] with
granular delegation
Hierarchical ABE in DPVS [OT11]

ABE with tracing

CP-ABE tracing from [LLLW17]
Generic transformation of ABE into
traceable ABE [LT18]

ABE with delegation and tracing

Linear tracing in CP-ABE with delegation [DHLK17]

⇒ No explicit construction on KP-ABE with delegation and tracing
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Delegation Overview
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Concrete rules for delegation
We can cover all possible delegations on access-trees with the following rules
Theorem
To delegate a new access-tree from another one, one can:

1 add more children to AND gates (i.e., more constraints)
2 substract children from OR gates (i.e., less flexibility)
3 change any node into an AND gate where one of the children is the former node

Example (Rule 3 illustration)

OR

A B C

OR

AND

A′ A

B C
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Towards tracing
With Delegation achieved, we want to add Tracing

The Tracer has restrictions :
If the Traitors see tracing mode he might stop answering
Traitors may collude to confuse the Tracer
Delegation might give the Traitors an advantage against Tracing
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Codeword tracing in ABE

Consider an access tree T attached to a binary codeword of size n:

Embedding the word (0 1 1) into an access-tree with active leaves only

But if the ciphertext has ”invalid” attribute {01}
⇒ Guess your word is (0 ∗ ∗) because you can’t decrypt
The attribute must be ”invalid” secretly, else Traitors notice tracing mode
⇒ Attribute-Indistinguishability
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Marking assumption

Problem: Suppose two Traitors knows 2 different codewords

If the ciphertext is missing on 0 or 1 on position 0 ⇒ Traitors detect tracing
But can’t detect a tracing attempt on other position because they have the same bit

Definition (Marking assumption (Informal))

The Traitors only know words with bit bi for position i if one of his word has bi

⇒ We use tracing codes that identify Traitors’ words under the Marking assumption
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Conflict between delegation and tracing

Delegation is desirable for users but makes Traitors stronger
⇒ Delegates keys to self that only decrypt when both 0 and 1 are present

The two features seem incompatible at first sight

Our solution: Control delegation to avoid the attack by delegation
⇒ Switchable Attributes
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KP-ABE With
Switchable Attributes

Switchable-Attributes and application to tracing



Switchable Attributes

Introduce a new state for attributes and leaves (only the Authority can create them)
We can make attributes in ciphertext ”Invalid”
We can make leaves in access-tree ”Active”

⇒ Active leaf must not match an Invalid attribute for decryption

Valid Invalid
Passive
Active ×

Valid attributes, invalid attributes
Γ = {A,B} can’t decrypt

We require Attribute-Indistinguishability: Can’t distinguish Valid from Invalid attribute
⇒ Prevent tracing detection
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Tracing with Switchable attributes

Put words as Active leaves into access-trees during key generation
Retrieve word bit by bit with Invalid attributes when tracing

Embedding the word (0 1 1) into an access-tree with active leaves only

Tracing algorithm using invalid attributes:
{0i , 1i}: 0 if the PD can decrypt
{0i , 1i}: 1 if the PD can decrypt
Else set 0
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Concrete Instanciation
Mathematical background and construction



Dual Pairing Vector Space

Consider Gn
1,Gn

2 vector spaces over Zq of dimension n:

Gn
1,Gn

2 = {~x · G def= (x1 · G , . . . , xn · G) |~x ∈ Zn
q}

For e : G1 ×G2 → GT , define a new internal multiplication law (gt
def= e(G1,G2)) :

X × Y def=
∏

i
e(xi · G1, yi · G2)

If we choose ”good” basis B = (bi )i , B∗ = (b∗i )i so that bi × b∗j = gδi,j
t :

X × Y =
∏

i
(xi · bi × yi · b∗i ) = g 〈~x ,~y〉t

⇒ All calculations are simple inner-products in Gt when the basis are properly chosen
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Vector indistinguishabilities

Choose ”good” basis B = {b1,b2,b3} in Gn
1 and B∗ = {b∗1,b∗2,b∗3} in Gn

2

We refer to ciphertexts in Gn
1 as c and keys in Gn

2 as k∗

SubSpace-Ind: with b∗2 hidden
c = ( x1 x2 x3 )B ≈ ( x1 x ′2 x3 )B

k∗ = ( y1 y2 y3 )B∗ = ( y1 y2 y3 )B∗

Colored cells x are random values, while gray cells x are any value (possibly chosen)

Indistinguishability properties holds under the SXDH (= DDH in G1 + G2)

This proves Attribute-Indistinguishability ⇒ Tracing is possible
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Simplified scheme

k∗0 = (a0, 1)B∗ k∗λ = (πλ(1, tλ), aλ)D∗

c0 = (ω, ξ)B ct = (σt(t,−1), ω)D

(aλ)λ is a secret sharing of a0 hidden in the key. Ciphertext is randomized with ω

Matching attributes on key and ciphertext: (1, tλ) · (t,−1) = 0 if tλ = t

To decrypt :∏
i e(cti , kλ) = gω

∑
aλ

t = gω·a0
t if attributes are matching

e(c0, k∗0) = gω·a0+ξ
t and recover gξt
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Delegation analysis

Choose a new secret sharing a′0 =
∑

a′λ.

k∗0 = (a0, 1)B∗ k∗λ = (πλ(1, tλ), aλ)D∗

k′∗0 = k∗0 + (a′0, 0)B∗ k′∗λ = k∗λ + (π′λ(1, tλ), a′λ)D∗

User can remove leaves by deleting k′∗λ
⇒ Remove children from OR gates

User can create new leaves by setting k′∗λ = (π′λ(1, tλ), a′λ)D∗
⇒ Add children to AND gates

Delegated keys look fresh ⇒ indistinguishable from other keys
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Switchable attributes in DPVS

We add rλ in keys, that can be ”toggled on” with ut 6= 0 in the ciphertext.

k∗0 = (a0, 1)B∗ k∗λ = (πλ(1, tλ), aλ, rλ )D∗

c0 = (ω, ξ)B ct = (σt(t,−1), ω, ut )D

What happens when an invalid attribute matches an active leaf ?

The share e(ct , k∗λ) = gω·aλ+rλut
T is unusable because of the noise rλut if rλ or uλ 6= 0

⇒ Key can’t decrypt

Only the Authority knows b∗4
⇒ change on the ciphertext is indistinguishable under SubSpace-Ind
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Conclusion
What To Get From This



Conclusion

Our contribution: We constructed the first KP-ABE with both delegation and tracing
under the SXDH assumption (= DDH in two groups source of a pairing)

More specifically:
Attribute-Indistinghuishability for Valid/Invalid attributes
Active leaves controlled only by the Authority

⇒ The two combined make delegation and tracing compatible

Indistinguishability between Passive/Active leaves keeps the ”freshness” of delegation
⇒ Anonymity between different delegated keys

Thanks for your attention
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