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Verifiable Computation in
Stateless Cryptocurrency

Assume that a dataset of coins iIs committed first...

... and then some evaluation on the committed data is proved

m2+m3—m5=y?



Functional Vector Commitment

[Izabachéne, Libert, Vergnaud, 2011], [Libert, Ramanna, Yung, 2016]

e |ntuition: Commit to a long vector then prove some evaluation.

Opening: Proof 7 for evaluation y on the vector committed to C

y=F@my,...,m)

* Properties

Q Functional binding Q Conciseness



Functional Vector Commitment

The Definition

e |ntuition: Commit to a long vector then prove some evaluation.

o

e Vector commitment - VC: Fl- ; 7 — v, [Catalano, Fiore, 2013]

y=F@my,...,m,)

Proof r for evaluation y on the vector committed to C

>
e Polynomial commitment - PC: C = Com(Coeff(p)), F, = p(z) [Kate, Zaverucha, Goldberg, 2010}

_)
. FC for inner product: ' = <f, . > [Izabachéne, Libert, Vergnaud, 2011], [Libert, Ramanna, Yung, 2016]

$ We focus on this FC
A



Applications

FC for inner-products with N Polynomial commitment with
transparent setup transparent setup

M FC for polynomial functions
with transparent setup

Polynomial commitment: one commits to a polynomial p(X) and opens to evaluations of p on given points z



The State-of-the-Art

 FC for inner products in the standard model

Public Opening size Assumptions
parameter pening P
[LRY16] O(n) O(1) Bilinear group
Lipmaa et al |
(arithmetic circuits) O(poly(n)) O(1) Blinear group

 FC for inner products in the random oracle model

SNARK-based solution

Bulletproofs: O(log n) opening



Our Concrete Question

On Possibility of FC for linear opening with...

Linear Functionality Constant-sized opening

< Sub-linear parameter Standard Model

o o
even constant-sized?




Our Result

based on Hidden Order Group

Linear Functionality Constant-sized opening

T

Sub-linear parameter Standard Model

T




Our Result

based on Hidden Order Group

Constant-sized opening

Constant-sized parameter Random Oracle Model

v




Our approach

Blackbox transformations

FC for binary inner products

FC for integer inner products

,' + Succinct Arguments of Set Cardinality
in RSA Accumulators: Range Proof

VC with Subvector opening
[CFG+21]
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Building Blocks

» Departure: RSA accumulator Commitment to the set {1, 3, 5}
[Bd94, BP97, CL02, Lip12, BBF19] @

OB

by assuming a collision-resistant (hash-to-prime) CO = 616365

Assign each i a prime number ¢,

| | Witness for subset membership {3, 5}
Hprime : i — e, @

Wo=2g4 W= =G
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Building Blocks

e Starting Point: VC with Subvector opening

from RSA accumulator [CFG+21] 9
Y 01100 11 @%

2 3 6 7
I=1{2.3,4,5) Co=g"" 1 =87
C {i: v—O} v, =1}
Commitment is two accumulators of 0-set and 1-set @ @
Subvector opening: two accumulators of the subvector @ @

Wo=8" Wis=Cy W, =g%, W =C,
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—

Subvector v where I = {i : f: =1} —» (J(n) in worst case
Opening proof to
- 7 —
y = < vV, f> Opening proof to v

2 3 -
7 0il 1i1 1 0 0

Preliminary Idea



%
Subvector v’ where I = {1 :f, = 1} No, for a concise opening

Opening proof to

— 2 _} —
Yy = < vV, f> Opening proof to v° — AoK of an opening to /, for verification without !

AoK that y = ‘{i : vl.I: 1}‘

v 0:1 1:0 0 1 1
2 3 6 7
7 0il 1i1 1 0 0

Preliminary Idea



Prove the Cardinality of Accumulated Set

* Recall the VC with Subvector opening

from RSA g_g_qymylatcr ICFG+21] e
¥ 0il 1i0 0 1 1 @%

E 2 3 : 6 7
I —.--{--2’---5---4- 5} CO — 618465 Cl — 882638667
i: v—O} v, =1}
Commitment is two accumulators of 0-set and 1-set @ @
Subvector opening: two accumulators of the subvector @ @
Wg465 — CO Wleze3 — Cl

Need to prove the subvector has exactly y 1-positions! lh={iel:v.=0) I ={iel:v,=1)
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Prove the Cardinality of Accumulated Set: How?

C=g€1€367 N ‘I‘ — 3
e Construction ldea:

If we only work with prime numbers in fixed range (a, b)...

such that the product of k primes and that of k + 1 primes lie in disjoin ranges...

then we can reduce to Proof of Range (in the exponent).

€1, s, ... ee;s, ... I Iej

7] =1 17| =2 17| =k

16

I|=k+1

jel

17| =k+ 1

@ How to choose (a, b)




Prove the Cardinality of Accumulated Set: How?
C=g"% — |I| =3

So we are ready for a new technical lemma:

Lemma. Assume a collision-resistant function that maps integers to prime numbers

Hprime : [n] — (2"(’1),2’“’1”%@) and functions L(y) = 2 and R(y) = D&+ For any
I C [n], (a ,b)

| [Hprime(i) € [L(). RG] <= |1] =»

el
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FC for integer inner products

£—1 m—1
=0 j=0
e Transformation 1; e Transformation 2:

1 integer IP relation is broken into  /.,,_» ...concatenating into 1 single binary IP relation

(£ + m) binary IP relations y = Z 2V

k=0
(=7 . 3 D £ = | o T D 3
y=(V.f) i = {(vOrf O | 50 L0 | 150 S0 3]
o
i X 2 X 2°
forall k=0, +m—2
» Opening: O(Z + m) | G| + (£ + m)log(n?) bits » Opening: O(1) | G|
* Runtime: (£ + m) times « Runtime: 22 times
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FC for modulo p inner-products

FC for Z inner products, m FC for Z,, inner products,
O(1) proofs & preprocessing O(1) proofs (no preprocessing)

For large p = O(poly(4))

Transformation

FC for Z, inner products,

FC for Zp inner products,
O(1) proofs

O(1) proofs

Preprocessing preserving

For small p = O(1), O(log A)
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Comparison

1. The SNARK-based solution [LM19]: PCP + Linear map VC has O(1) openings but it’s

e construction is non-blackbox
e proving time is poly(n)
2. Our FC for integer inner products in comparisonto Bulletproof

» Flexibility for products over the integer and any modulo p

* Preprocessing verification

Sy

i precomputes

Verifier

Com(ﬁ))
used for | to open to

Com(v) i O(1) for each!

Com(Vv))
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Conclusions and more

e Conclusions:

1. FC for binary inner products with constant-size openings

2. FC for integer inner products over Z, any Zp and accept verification preprocessing.

* Open problem:

A. FC for inner products with constant-size opening and sub-linear parameters in the
standard model?

B. Zero-knowledge Argument of Knowledge of the functional opening?
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