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Subliminal Channels

Communication channels where the information sent is hidden in messages seemingly created for a different purpose.

Enc(m)=[ 1 0 1 1 0 ]

Plai . Subliminal message:
EIEE YES if #1 is even, NO otherwise.

[C:Simmons83] G. J. Simmons, “The Prisoners’ Problem and the Subliminal Channel’. CRYPTO 1983.
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Subliminal Channels

Communication channels where the information sent is hidden in messages seemingly created for a different purpose.

Enc(m)=[ 1 0 1 1 0 ]

Plai . Subliminal message:
EIEE YES if #1 is even, NO otherwise.

Lemma (folklore)

Any1 encoding (KG,Enc,Dec) always2 allows for /\ very hard to prevent!
subliminal channels with bandwidth O(log(1)).

[C:Simmons83] G. J. Simmons, “The Prisoners’ Problem and the Subliminal Channel’. CRYPTO 1983.
1 such that the domain of Ency has dimension = poly(1) V k.
2 In absence of a trusted sanitization step, assuming the adversary runs in polynomial-time and has to the encryption algorithm.
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Access Control Encryption (ACE)

P(ij)=1 o izj

receivers
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Access Control Encryption (ACE)

Encryption protocol that allows to control information flow between parties by enforcing a communication policy.

P(ij)=1 o izj

senders

Communication Model
En £ g > no direct communication channels between S and R
® e 29 ®0 > a party can either be a sender or a receiver, not both

7/
\{ > trusted key generation

sanitizer

/\ ACE # IBE, ABE, PredEnc, VerEnc, BroadEnc, etc.:
B
% & Sender can be dishonest!

receivers

[TCC:DHO16] I. Damgard, H. Haagh, C. Orlandi, “Access Control Encryption: Enforcing Information Flow with Cryptography’, TCC 2016.
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Access Control Encryption (ACE)

Encryption protocol that allows to control information flow between parties by enforcing a communication policy.

P(ij)=1 o izj

ACE = (Setup, KGen, Enc,San, Dec)

senders

Correctness

Sanitization does not interfere with communication allowed by 2.

No Read Rule
sanitizer A honestly generated ciphertext preserves

A > Payload Privacy
& & & > Sender Anonymity (even for the intended receiver)

No Write Rule

receivers Parties cannot communicate if the policy does not allow it.

[TCC:DHO16] I. Damgard, H. Haagh, C. Orlandi, “Access Control Encryption: Enforcing Information Flow with Cryptography’, TCC 2016.
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Access Control Encryption (ACE)

Encryption protocol that allows to control information flow between parties by enforcing a communication policy.

senders
4 N 24\
f ) ‘o_o fo“i
@\'i"‘( 4 @\l-q @\iml /

receivers

[TCC:DHO16] I. Damgard, H. Haagh, C. Orlandi, “Access Control Encryption: Enforcing Information Flow with Cryptography’, TCC 2016.

/\ ISSUES:
> sanitization is a bottleneck
> needs trusted third party that is not a sender or a receiver

3/15



Research Question

Is it possible to impose a communication policy without a sanitization step?

senders
N N D Many questions ...
® e e ® g . . . .
v .4 / Qe > Which communication assumptions are necessary?

> Can we even define security for an ACE with no sanitizer?
> What about the NWR?
> Can we instantiate it?

/\ subliminal channels!

receivers
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Research Question

Is it possible to

senders

receivers

impose a communication policy without a sanitization step?

Qur Answers: ACEnoS and VACE
Subliminal channels are impossible to completely prevent, BUT:

> No subliminal channels (from std assumptions)
> Adding ciphertext verifiability helps!
> And we still guarantee NRR ®

Subliminal channel Assumptions Ciphertext length
ACEPke insecure PKE O(¢ng)
ACEhe insecure PKE+SKE 0(¢ +ng)
VACE insecure, PRF+PRG O(logn)
log bandwidth (optimal) | +obfuscation (new)
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Research Question

Is it possible to impose a communication policy without a sanitization step?

senders
£ £ D Not such a far-fetched question:
N ) N
® o ® o g‘

» collusion preserving MPC
Y. Lu, M. Ciampi, V. Zikas, “Collusion-preserving computation
without a mediator’, CSF 2022.

> reverse firewall

I. Mironov, N. Stephens-Davidowitz, “Cryptographic reverse
firewalls”, EUROCRYPT 2015.

@«..Q& va @u-

o d

receivers
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Talk Overview

Model and Security Definitions _‘

Linear ACEnoS from Std Assumptions

Ciphertext Verifiability vs. Sanitization
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Modeling ACEnoS

ACEnoS = (Setup, KGen, Enc, Dec)

Communication Model

senders

> public bulletin board: S has write-only access, and R has read-only access

>
> trusted key generation
>

no pre-shared randomness

Correctness

B & "

receivers

P2(ij)=1 o izj

Dec(pp, dkj,Enc(pp, ek;,m))#m :

a party can either be a sender or a receiver, not both

(pp, msk) — Setup(14,2),

ek; —KGen(pp,
dk; —KGen(pp,

,i,sen),

<negl(1) ,
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Modeling ACEnoS

ACEnoS = (Setup, KGen, Enc, Dec)

receivers

P2(ij)=1 o izj

No Read Rule (almost same as ACE)

Experiment Epr’b(A,.@)

(pp, msk) — Setup(14,2)

(mo, my,ig, i1, st) — A6 () OEC)(pp)
¢y — Enc(pp,0¢ (ip,sen), mp)

b —A%G () OEC) (st,¢p)

Return b'.

Necessary Condition (NC): b=, |mgl=Imyl, ip, i1 € [ns],

A wins the experiment if one of the following holds:
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Modeling ACEnoS

ACEnoS = (Setup, KGen, Enc, Dec)
PP

senders

°onT

o5

receivers

P2(ij)=1 o izj

No Read Rule (almost same as ACE)

Experiment Epr’b(A,.@)

(pp, msk) — Setup(14,2)

(mo, my,ig, i1, st) — A6 () OEC)(pp)
¢y — Enc(pp,0¢ (ip,sen), mp)

b —A%G () OEC) (st,¢p)

Return b'.

Necessary Condition (NC): b=, |mgl=Imyl, ip, i1 € [ns],
A wins the experiment if one of the following holds:

Payload Privacy (PP). NC holds, and for all queries (j,rec) to 0 it holds:
P(ip,j)=2(i1,j)=0 .
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Modeling ACEnoS

ACEnoS = (Setup, KGen, Enc, Dec)

SA

senders

onT

2.k &

receivers

P2(ij)=1 o izj

No Read Rule (almost same as ACE)

Experiment Epr’b(A,.@)

(pp, msk) — Setup(14,2)

(mo, my,ig, i1, st) — A6 () OEC)(pp)
¢y — Enc(pp,0¢ (ip,sen), mp)

b —A%G () OEC) (st,¢p)

Return b'.

Necessary Condition (NC): b=, |mgl=Imyl, ip, i1 € [ns],

A wins the experiment if one of the following holds:

Sender Anonymity (SA). NC holds, and for all queries (j,rec) to O it holds:
9([’0,]’) :'@(il ,j) and mo=ny .
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No Write Rule

Parties cannot communicate secretly if the policy does not allow it. If parties manage to communicate against policy, then

ACEnoS = (Setup, KGen, Enc, Dec)

senders

> gow oo
£ 6a €5

) e,

Do) wal) @t
& "i V’“ y

B &h oS

receivers

P(ij)=1 o izj

anyone can read their communication.

Experiments

ns
o))

Expls" 5 (1L.2)

(pp, msk) —Setup(l/l,.@)
O (-
(m*,5%) — AT6C=") (p)
, Oe(- *
m —A, E¥(pp,s*)
Return 1 if m* =m’,
0 otherwise.

(pp, msk) «—Setup(l/l,ﬂ‘)
(m*,57) — A5 (pp)
m" —BOIEC) (pp,s*)
Return 1 if m* =m",

0 otherwise.

No Communication Rule (NCR)
Y (i,sen) € 21, (j,rec) € 2y, 2(i,j)=0.
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No Secret Write Rule

Parties cannot communicate secretly if the policy does not allow it. If parties manage to communicate against policy, then
anyone can read their communication.

ACEnoS = (Setup, KGen, Enc, Dec)

senders
Experiments
Exphsw 1,2 Exp"sw 1,2
XP(ALAz)( ) Xp(ALB)( )
(pp, msk) — Setup(1%,2) (pp, msk) — Setup(1%,2)
Og (- Og (-
(m*,s*)*—AIG( Sen)(pp) (m*,s*)*—AIG( Se")(pp)
m —A,° (rec), ﬁE(‘)(pp,s*) m" —BOIEC) (pp,s*)
Return 1 if m* =m’, Return 1 if m* =m",
0 otherwise. 0 otherwise.

B

receivers

PGl = i2) No Communication Rule (NCR)
hj)=1 <o i=
’ ’ V (i,sen) € 21, (j.rec) € 2o, P(i,j) = 0.
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First Step: ACEnoS from PKE

INTUITION: every sender gets the public keys of all the receivers it is allowed to communicate with.

ACEnoS = (Setup, KGen, Enc, Dec)

senders

receivers

P(ij)=1 o izj

Master Secret Key

Fori=0,1
_ 0 0 1 1 . . %
msk—{((pkj,skj),(pkj,skj)) ©(pki,ski) — PKE.KeyGen(1%) }
I Jjelng]

Key Generation
On input (i,t):

. _ . ()N
> If i #0 and t =sen, it returns ek; = (ka. )Je[nR]-

> If i#£0 and t =rec, it returns dk; :skl.l.
> If i=0, returns ekg = dkg = pp.

Encryption
¢ = (PKE.Enc(ek;[jl. m;p;))j=1,..,n
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Master Secret Key

senders Fori=01
S msk={((Pko,sko),(pk1,sk1)) : i A }
A \ A k', sk') — PKE.KeyGen(1
é @ é @ 6 @ s 7 (P s -’) eyGen(1%) Jjelng]

D) @) e,
v Y v Key Generation
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First Step: ACEnoS from PKE

INTUITION: every sender gets the public keys of all the receivers it is allowed to communicate with.

ACEnoS = (Setup, KGen, Enc, Dec)

Master Secret Key
senders

. O 0 Kl skl - For i':0{1
Pkl pk) k) msk = ((Pkjskj). (PKjosj)) (ki skl) — PKE KeyGen(1%) |

kb pkl | pkO ) Jjelngl
¢ 16 ,1p€ 1) i
Py | pk3 | phj Key Generation
On input (i,t):

. _ . _ 2(i.j)
> If i#0 and t =sen, it returns ek; = (ka. )je[nR]-

> If i#£0 and t =rec, it returns dk; :sk}.

- - -
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receivers Encryption

c = (PKE.Enc(ek;[j].m;pj))j=1,..n
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Security

No Read Rule

A honestly generated ciphertext preserves payload privacy
and sender anonymity (even for the intended receiver).

Game 0: NRR experiment with b=0
¢* = (Enc(pp, ek, [1], m0),....Enc(pp, ek y [ng]. mo))

Game 1: NRR experiment with b=1
¢* = (Enc(pp.ekiy [1], m1).....Enc(pp,ek;, [, m1))

(mo,my, g, iy, st) — AZ6 () CEC) (pp)

Sender Anonymity
Impossible to tell which pk
has been used to encrypt.

Payload Privacy
The encryptions of two different
messages are indistinguishable.
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Security

No Read Rule

A honestly generated ciphertext preserves payload privacy
and sender anonymity (even for the intended receiver).

Game 0: NRR experiment with b=0
¢* = (Enc(pp, ek, [1], m0),....Enc(pp, ek y [ng]. mo))
Hybrid 1
c* = (Enc(pp, ek;, [1], mo),Enc(pp, ek, [2], mo), ..., Enc(pp, ek, [ngr], mo))

1

Game 1: NRR experiment with b=1
¢* = (Enc(pp.ekiy [1], m1).....Enc(pp,ek;, [, m1))

(mo,my, g, iy, st) — AZ6 () CEC) (pp)

Key-indistinguishability

Exas ()

(pko,sko) — PKE.KeyGen(1%), (pky,skq) — PKE.KeyGen(1%)
(m,st) —A(pko, pky)

b310,1}, p 20,1

ciphery, — PKE.Enc(pkp, m, p)

b' — A(st, cipher )

If b' = b return 1, else return 0

[AC:BBDPO1] M. Bellare, A. Boldyreva, A. Desai, D. Pointcheval, “Key-privacy in public-key encryption”, ASIACRYPT 2001.
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Security

No Read Rule

A honestly generated ciphertext preserves payload privacy

L 0c("), Og(-
and sender anonymity (even for the intended receiver). (mo,my,ip. iy, st) — AZ6 () OEC) (pp)

Game 0: NRR experiment with b=0
¢* = (Enc(pp, ek, [1], m0),....Enc(pp, ek y [ng]. mo))

Hybrid 1
c* = (Enc(pp, ek;, [1], mo), Enc(pp, ek, [2], m0),...,Enc(pp, ek, [ng], mo)) IND-CPA
o

[ Hybrid 2 } (pk,sk) — PKE.KeyGen(14)

c* = (Enc(pp, ekj, [1], m1),Enc(pp, ek, [2], mo), ..., Enc(pp, ek, [ng], m0)) ) )

b310,1}, pS 10,14V
cipherp, — PKE.Enc(pk, mp, p)
b — A(st, cipher)

If b’ = b return 1, else return 0.

Game 1: NRR experiment with b=1
¢* = (Enc(pp.ekiy [1], m1).....Enc(pp,ek;, [, m1))
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Security

No Secret Write Rule

Parties cannot communicate if the policy does not allow it. (m*,s*) _A?G(',Sen)(pp)
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Security

No Secret Write Rule

Parties cannot communicate if the policy does not allow it. (m*,s*) _AfG('vse")(pp)
*
[B runs A, internally on input simulating the oracles.] S
s*
Gg
Az
Ot
B
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Security

No Secret Write Rule

Parties cannot communicate if the policy does not allow it. (m*,s*) ,_AfG('vse")(pp)

[B runs Ao internally on input simulating the oracles.]

. — =0, —~1—1
It generates 2ng pairs of PKE keys: msk :{((pk?,skj ), (pkj ,sk; ))}je[nR]- A

Simulate Ok and Gg using the appropriate keys from msk according to 2.

(e

A2

O

"/ \
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Security

No Secret Write Rule

Parties cannot communicate if the policy does not allow it. (m*,s*) ,_AfG('vse")(pp)

[B runs Ao internally on input simulating the oracles.]

. — =0, —~1—1
It generates 2ng pairs of PKE keys: msk :{((pk?,skj ), (pkj ,sk; ))}je[nR]- ¢~ .
Simulate Ok and Of using the appropriate keys from msk according to 2. / G
A2 \
Key-indistinguishability \ Og
Expps’ (1) B

ko, sko) — PKE.KeyGen(1%), (pkq,sk1) — PKE.KeyGen(1* . . ™
§fn,‘;t)£L<pkﬂ,pk1)y (@ ot yGen(1%) = Indistinguishability
b310,1}, pE10,1¢()
cipher, — PKE.Enc(pkp, m, p)
b’ — A(st, cipher},)
If b’ = b return 1, else return 0
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Efficient ACEnoS from Hybrid Encryption

INTUITION: encrypt messages with a one-time symmetric key, which is itself encrypted using the ACEPke,

ACEnoS = (Setup, KGen, Enc, Dec)
Let ACEPke = (ACE.Setup, ACE.KGen,ACE.Enc, ACE.Dec) be the

ACEnoS from PKE and (SE.KeyGen,SE.Enc,SE.Dec) be a lor-cpa SKE.

senders
N N R
g ,-;/‘ é o} g ,e/‘ Master Secret Key
QY Y Y (pp, msk) — ACE.Setup(1%, )

Key Generation
ki — ACE.KGen(pp, msk, i, t)

Encryption

B ah oS

receivers m

P(ij)=1 o izj
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Efficient ACEnoS from Hybrid Encryption

INTUITION: encrypt messages with a one-time symmetric key, which is itself encrypted using the ACEPke,

ACEnoS = (Setup, KGen, Enc, Dec)

senders
A N N
g o ® iy} ® o
QY ¢ .@@ .’

B ah oS

receivers

P(ij)=1 o izj

Let ACEPke = (ACE.Setup, ACE.KGen,ACE.Enc, ACE.Dec) be the
ACEnoS from PKE and (SE.KeyGen,SE.Enc,SE.Dec) be a lor-cpa SKE.

Master Secret Key
(pp, msk) — ACE.Setup(1%,2)

Key Generation
ki — ACE.KGen(pp, msk, i, t)

Encryption

SE.Encg(m)

sk
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B ah oS

receivers SE.Encgy (m) ACE.Enc(pp, ek;, sk)

C
P(ij)=1 o izj
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Verifiability against Subliminal Channels?

Can (public) ciphertext verifiability help to limit the bandwidth of the subliminal channel?

/\ ciphertext verifiability # sanitization!
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Verifiability against Subliminal Channels?

Can (public) ciphertext verifiability help to limit the bandwidth of the subliminal channel?

. Verifiable ACEnoS (VACE)
Necessary assumptions

> new verification algorithm Verify
> no shared randomness

i . > completeness
read-only/write-only access to bulletin board

>

. - . verification consistency
> no direct communication channel between parties
>

>
> NRR does not change
> NSWR only adds a verification check to ¢*

/\ ciphertext verifiability # sanitization!
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Can we build VACE?

First attempt: can we get it from iO?

IDEA [STOC:SW14]

sender receiver

¢ —Enc(m) Ver (o)

o — Sign(c) Dec(c) if 2(i,j)=1.
Obf(IT$) Obf(I17)

[STOC:SW14] A. Sahai, B. Waters, “How to use indistinguishability obfuscation: deniable encryption, and more”, STOC 2014.
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Can we build VACE?

IDEA [STOC:SW14]

First attempt: can we get it from iO?

sender

¢ —Enc(m)
o — Sign(c)

Ob(IT?)

receiver

Ver(o)
Dec(c) if 2(i,j)=1.

Ob(IT/)

Which assumptions on Obf?

/\ 10 is enough for NRR,

but not for NSWR

(because of the strict condition on 1/O behavior)

O¢

Az

O

"/ N\

[STOC:SW14] A. Sahai, B. Waters, “How to use indistinguishability obfuscation: deniable encryption, and more”, STOC 2014.

13/15



Can we build VACE?

First attempt: can we get it from iO?

IDEA [STOC:SW14] (m*,s%) — AZ6Ce) ()
sender receiver s*
¢ — Enc(m) Ver(o)
o — Sign(c) Dec(c) if 2(i,j)=1.

s oc
Obf(IT?) Obf(I1}) /
Ag
= NSWR requires a new definition of obfuscation! \

a3
Game-Specific Obfuscation B

Obfuscation = oracle access, in a specific game G, for programs
in a specific family &.

[STOC:SW14] A. Sahai, B. Waters, “How to use indistinguishability obfuscation: deniable encryption, and more”, STOC 2014.
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Recap and Open Problems

Our Results:

> formalization of two approaches for ACE
without sanitization

> instantiation of ACEnoS from standard
assumptions

> instantiation of VACE (from new
obfuscation definition)

Open Problems:

> instantiation of ACEnoS with O(logn)
ciphertexts for generic policies

» VACE from standard assumptions with
optimal (logarithmic) subliminal channel
bandwidth

> better analysis of the GSO assumption
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Thanks for listening!

Full version: www.eprint.iacr.org/2022/854

Drawings by Chiara Bosch
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