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What is Private Set Intersection (PSI)? .

Two parties, Alice and Bob, each have a set of values.
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They want to know which values they have in common without leaking
any other values.
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What is Finding One Common Item (FOCI)? .

Two parties, Alice and Bob, each have a set of values. PSI returns their
entire intersection.

In some use cases, they would be better served only learning one item in
their intersection.

We call this problem Finding One Common Item (FOCI).
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Motivation for FOCI

Some potential use cases of FOCI:

@ Private Doodle poll
o Fulfills scheduling needs
o Protect rest of schedule
@ SSH public-key authentication

o Recent research [RLJR22]
e Enough for server to identify one common public key for

authentication, rather than learning all compatible public keys
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Specific FOCI Problems ,

FOCI is the problem of computing only one item from the intersection,
and hiding all other elements.
We worked on protocols that differ on how that one item is chosen.

@ Random item

@ Unilateral ranking

@ Combined score
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Prior Work

There has been a lot of work in PSl in the past 10 years, but plain PSI
reveals too much and cannot directly generalize to FOCI.

Sampling an item from the intersection is a special case of computing an
arbitrary function of the intersection. Current general MPC methods:

e Garbled circuits [HEK12]
@ Oblivious transfer extension [PSSZ15, PSWW18, PSTY19, GMR"21]

However, these protocols are complex and generally more expensive than
DH-PSI methods on smaller datasets.
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Our Results

Our FOCI protocols address these problems.
Simple
@ Based on Diffie-Hellman PSI

@ Small variations that can be used modularly in PSI protocols.
Specialized

@ DH-based protocols are concretely faster for smaller (< 500 items)
sets [RT21]

Secure
@ Proven secure for all variations of FOCI.

@ Secure under random oracle model with semi-honest adversaries.
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Our Protocols: Functionality ,

i) Random item of intersection

e Bob learns a random item in the intersection
o Alice learns the cardinality of intersection
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Our Protocols: Functionality ,

ii) Unilateral ranking
e Bob ranks his items, learns the highest-ranked common item.
o Alice learns the cardinality of intersection, but doesn't learn anything
about ranks (e.g. whether the highest-ranked common item is Bob's
favorite or not)
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Our Protocols: Functionality ,

iii) Combined score
o Both attach scores to their items; combined score of common items is
sum of scores (otherwise —o0)
e Bob learns common item with highest combined score
o Alice learns the cardinality of intersection, and learns unordered set of
combined scores

Bob

Tyler Beauregard, Janabel Xia Finding One Common Item Privately September 12, 2022 9/26



Our Protocols: Functionality ,

iii) Combined score
o Both attach scores to their items; combined score of common items is
sum of scores (otherwise —o0)
e Bob learns common item with highest combined score
o Alice learns the cardinality of intersection, and learns unordered set of
combined scores

d r t w q
Alice 1 4 11 7 v
Bob 4 7 7 9 E\\ i i
‘ Combined 5 11 18 16
Bob

Alice

Tyler Beauregard, Janabel Xia Finding One Common Item Privately September 12, 2022 9/26



Our Protocols: Functionality ,

iii) Combined score
o Both attach scores to their items; combined score of common items is
sum of scores (otherwise —o0)
e Bob learns common item with highest combined score
o Alice learns the cardinality of intersection, and learns unordered set of
combined scores

? ? t ?

Alice ? 7 11 7 v D

\ Bob ? ? 7 ? m , i
Combined 5 11 18 16

Alice Bob

Tyler Beauregard, Janabel Xia Finding One Common Item Privately September 12, 2022 9/26



Protocol Tools: DH-PSI

Let's demonstrate a Diffie-Hellman style protocol for PSI. Suppose Alice
has a set X = {x1,...,xn} and Bob has aset Y = {y1,...,yn}.

We'll use a tool that does the following:

{Hx)} ——1 gy, ~——b
{H(x,-)b} Blind Exp.

The key features:

o Alice computes H(x;)? for each x; in her set,
@ Alice doesn't learn b, and
o Bob doesn’t learn any H(x;).

If we follow this up by:

{H(y;)"}

then we have all the components for (a modified) DH-PSI
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DH-PS| .

DH-PSI

Alice Bob

input X C {0,1}* input Y C {0,1}*

0. a<Zp b« Zp

. {H)?) ;

2 {(H(x))°} = {H(x)*"}
. {H(xi)*}, {H(y))"}

3 {(H0a)™)C )} = {H(x)")

4. output H(x;)? € {H(y;)P} for each x;.
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Useful Variations on DH-PSI: DH-PSI Cardinality

Another useful protocol that we'll use is DH-PSI Cardinality, where Alice
only learns the cardinality of the intersection, rather than the elements.

@ Above, Alice knows which of her items were in intersection because
their order was preserved by Bob.

o If Bob shuffles output {H(x)2"} before returning it, then Alice only
learns cardinality.

Using DH-PSI Cardinality, we already have the protocol for Random
Element FOCI.

e Alice randomly chooses common element between {H(x)?} and Bob's
list {H(y)P}, sends index of that element to Bob

@ Bob remembers the order of {H(y)?}, and learns a random element
in the intersection
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Useful Variations on DH-PSI: PSI with Payloads .

Problem: PSI with Payloads

Alice has inputs X = {x1,...,xp}, Bob has inputs Y = {y1,...,y,} and
associated payloads u; € {1,..., N} to each y;.

Alice wants to learn all u; such that y; € X N Y.
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PSI with Payloads - Protocol

First, we do (almost) the same thing from DH-PSI.

{Hx)} —— &y b
(shuffled) {H(x;)?} %@

Then Bob encrypts his payloads using his set elements:

Enc(H(y;)", u )
—— ——
Key Message

and sends them to Alice.

Alice can then decrypt using H(x;)? for x; € X N'Y. For the values not in
the intersection, Alice learns nothing.
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Unilateral Ranking FOCI

Problem: Unilateral Ranking FOCI

Alice has a set of items x;.

Alice's items: X = {x1,...xp}
Similarly, Bob has items y; with associated rankings v; € [N].
Bob's items/scores: Y = {(y1,v1),...(Vn, va)}

They want to compute the item in the intersection x; = y; such that Bob's
corresponding rank v; is maximized.

Ideal functionality:
@ Alice - learns cardinality

@ Bob - learns only desired item
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Unilateral Ranking FOCI: Intuition

Using PSI with payloads, we have Bob send
Enc(H(y;)®, f(v))
——— N~
Key  Message
for some function f that hides v; from Alice

We can use a symmetric order-revealing encryption [BLR*14] as f in order
to hide v; from Alice, and still allow Alice to choose the common item
with highest v;.

Again, we use the shuffling trick so that Alice only learns the cardinality,
not which item was chosen.
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Unilateral Ranking FOCI: Protocol |

Unilateral Ranking FOCI

Alice Bob

X:{le--'axn} Y:{(ylvvl)ﬂ"'v(yn?vn)}
0. randomly permute X randomly permute Y
1. b+ Zq

H(x))} —— o). — b
(shuffled) {I{-I()E,)b)i %,&—EXP}
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Unilateral Ranking FOCI: Protocol

Unilateral Ranking FOCI

Alice Bob
X:{X]_,...,Xn} Y:{(YLVl)w”a()/n,Vn)}
X  {Enc{H()", ORE(y)

3. Use shuffled {H(x)?} as keys to decrypt values in E
— Alice is left with:
(H(y;)?, ORE(v;)) for each x; = y;.
4. Compute the index j* := argmax(ORE(v;))

*

J

5. Outputs yj..
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Combined Score FOCI ;

Problem: Combined Score FOCI

Alice has a set of items, x; for each of which she associates a score
uj € {1,...,/\/}.

Alice's items/scores: X = {(x1,u1), ... (Xm, tn)}
Similarly, Bob has items y; with associated scores v;.
Bob's items/scores: Y = {(y1,v1), ... (¥n, Vn)}

They want to compute the item in the intersection x; = y; such that the
sum of their corresponding scores u; + v; is maximized.

Ideal functionality:
@ Alice - learns cardinality, combined scores for each item in intersection

@ Bob - learns only desired item
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Combined Score FOCI: Intuition ;

Again using PSI with payloads, we have Bob send

Enc(H(y;)", f(v;))
~— —~—~
Key  Message
for some function f that hides v; from Alice

We need Alice to learn u; + v; for any common item x; = y;, without
revealing u; or v; .

The main idea is to blind Alice's score u; with a random mask and blind
Bob's score v; with a complementary mask that can cancel out to reveal
u;i + v; for common items only.
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Combined Score FOCI: Stage 1 (of 3)

Combined Score FOCI: Stage 1 - Computing Shared Keys

Alice
X = {(Xl, Ul)a s00g (Xn, Un)}

0. randomly permute X
L A:={(H(x), g H(xi))}

A —

{ (HO0®. (g HEa)T) p ——

Bob
Y = {(}/17 Vl)a B (Ym Vn)}

randomly permute Y
b,d + Zq

B B, | 9

Things to note:

@ Items and scores are coupled together.

o Shuffling changes the order of Alice's elements.

o Shuffling doesn’t de-couple item/score pairs.
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Combined Score FOCI: Stage 2 (of 3) .

Combined Score FOCI: Stage 2 - Encrypting and Decrypting

Alice Bob
X = {(Xla Ul), ooy (Xm Un)} Y = {(}/17 Vl); ceey (Ym Vn)}

) {Enc(H(y;)". 8% H(y;)*)}. &°

3. Use H(x)" as key to decrypt values in E
— Alice is left with:
(H(x)?, g™ H(x;))
I for each x; = y;.
(H(y;)?, &%H(y;)~9)
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Combined Score FOCI: Stage 3 (of 3) .

Combined Score FOCI: Stage 3 - Declassifying the Max Score

Alice Bob
X ={(x1,v1),-,(Xn,un)} Y ={(yi,v1),---, (Vn,va)}
(H()®,  g™iH(x)?)
I X for each x; = y;.
(H(y))®, g™ H(y;)™)
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Combined Score FOCI: Stage 3 (of 3)

Combined Score FOCI: Stage 3 - Declassifying the Max Score

Alice Bob
X = {(Xla Ul), s ey (Xn7 Un)} Y = {(YL V1)7 ORI} (}/n, Vn)}
(H(x)?, g™ H(x;)9)
I X for each x; = y;.

(H(y))®, g®iH(y;)~?)

4. Alice multiplies the scores together:
gdu,-H(Xl_)d % gdvj H(yj)fd
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Combined Score FOCI: Stage 3 (of 3)

Combined Score FOCI: Stage 3 - Declassifying the Max Score

Alice Bob
X = {(Xla u1)7 ocoy (Xna un)} Y = {(y17 Vl)v 000 (yn) Vn)}
(HCa)P, g H(x)?)
I X for each x; = y;.

(H(yp)P, g™H(y;) ™)
4. Alice multiplies the scores together:

g% Hx)? x g Ky = gttw)
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Combined Score FOCI: Stage 3 (of 3) .

Combined Score FOCI: Stage 3 - Declassifying the Max Score

Alice Bob
X ={(x1,v1),..,(Xn,un)} Y ={01,v1),---, (¥Yn,Vn)}

4. Alice multiplies the scores together:

g% Hix)? x g% iy = g?(uitv)

5. Take the discrete log base g¢:
dlogga (gd(u;+\/j)> =ui+v

v

Note: as long as scores u;, v; are polynomial in magnitude, then computing
discrete log can be done in polytime
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Combined Score FOCI: Stage 3 (of 3) .

Combined Score FOCI: Stage 3 - Declassifying the Max Score

Alice Bob
X = {(Xla ul)? coog (Xna Un)} Y = {(Y17 Vl)a ooy (Ym Vn)}

4. Alice multiplies the scores together:

g% Hxi)? x g By = g?utw)
5. Take the discrete log base g¢:

dlog (gd(u,-+v,-)) = Ui+
6. Repeat steps 4 — 5 for each x; = y;.
7. Compute the max combined score u; + v«

Tk

J

8. Outputs yj..

Tyler Beauregard, Janabel Xia Finding One Common Item Privately September 12, 2022 23/26



Recap ,

@ Showed 3 protocols on FOCI
@ All based on DH-PSI, conceptually simple

@ Provably secure under random oracle model for semi-honest
adversaries
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Thank you for listening!

Questions?
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